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1.1 PC Setting

o) = E“,
AT

A PCo
COM Port

Com Port Setup

Select Cam Part

PC Settings l Range Tast] Telm\na\] Madem Configuration

& ZECOMI]
PCl Serial Port [COM2)
PCI Serial Port [COM4
R

Guard Time Before [BT)

Guard Time After [4T)

Modem Flash Update
™ Mo baud change

ASCH

Command Character [EC) | * &

Host Setup | User Com Ports | Ethernet Com Pnrts}

61
[ Enable 4P|

-

AT command Setup

Hex

[ioos
[foos

Baud

Flows Contral |NOME -

115200

Data Bits 8 A
Parity NOWE =
Stop Bits 1 -

Test / Query v

1.2 Range Test

Zig4857te| SAIAENE

—o =

HAste=

|o

PC Settings  Fange Test 1 Terminaw Modem Ennliguratmn]

Percent
Stap 918
R
a
Clear Stats S
e
Advanced > T
e
Test s Giood
= t 56
Bad
5

Range TEST

PC Settings  Range Test I Term\nal] b odem Conf\gulatian}

Clear Stats

Advanced >>>

Test
o)

awo S oD

o @

Test/Query
H

=

R

Percent
933

Good
ol

Bad
4

0123456789: ;<=>7@ABCDEFCHITELMIO
0123456789 ; <=+7 @ABCD EFGHIJELMNO
Q1234 E6783: ;«=»7@ABCDEFCHITELMITO
0123456789 ; <=+7@ABCDEFGHIITKLMNO
Q1234 E6783: ;«=»7@ABCDEFCHITELMITO
0122456782 ;<=>7AABCDEFCHIJELMNO
Q1234 E6783: ;«=»7@ABCDEFCHITELMITO
Q123456782 ;«=>7AABCDEFCHITELMIO
0123456789: ;<=>7@ABCDEFCHITELMIO
Q123456782 ;«=>7AABCDEFCHITELMIO
01234567689 ;«<=+7AARCDEFCHITELMNO
Q123456782 ;«=>7AABCDEFCHITELMIO
0123456789 ; <=+7@ABCDEFGHIITKLMNO
0123456789: ;<=>7AABCDEFGHITELMNO
0123456789 ; <=+7 @ABCD EFGHIJELMNO

M Receive

0123456789: ;<==>7QABCDEFCHTIIKLMNO
01234567852 IRABCDEFGHIJKLMNO
0173456789: ; <==7@ABCLEFGHIJKLMND
0123456789 IRABCDEFGHIJKLMNO
0173456789 7 @ABCDEFGHIIJHLMNO
0123456783 IRABCDEFCHIJKLMNO
0173456789: ; 7 @ABCDEFGHIIJHLMNO
0123456723 1RABCDEFCHIJELMNO
0173456789 7 @ABCDEFGHIIJHLMNO
0123456723 1RABCDEFCHIJELMNO
01234567852 TRABCDEFCGHIJKLMNO
0123456723 1RABCDEFCHIJELMNO
0123456789 IRABCDEFGHIJKLMNO
0123456723 1RABCDEFCHIJELMNO

01234567858 ;«<=>2RABCDEFCHIJELMNO

M Receive

COM1 115200 8-W-1 FLOW:NONE

COM3  [115200 8-H-1 FLOW:NONE
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1.3 Terminal

Terminal 22 Al2|d S4A| o ZAF £& 7|5 S0 FAUUAEX € = U

oln

rr
ot

1T X-CTU [COM3]

Port Open/Close H &

|

PC Setti R Test Teminal | Modern Configurati
= estmtgs] ange'qesl ] odem Configura |on] 4'
ine Status 35el —
Clo; mble| Clear | Show =
CT35 DSR| | |[DTR v |[RTS ¥ [Break! | ComPort| Packet | Scieen| Mex | ?;]l a ;é]' X] ‘?‘7] tH 'E‘
fohdtgdstadfoasdfasdf=dfasdf i‘

Hexa/Ascii & o

i

COMZ 115200 8-H-1 FLOW:NONE R 13 bytes

1.4 Modem Configuration

M X-CTU [COMI]

P Settings ] Flange Test ] Teminal Madem Configuration

w’——.
todem Para Lol Farameter Yiew Profile: Versions
ek Eect
Read . 1 Q- ! Clear Screen Save Darmlesd mem

— |
[ Always update fimware how Defaults Load _\I =] 76] A= %}: 21 ;(o]—
R
Modern #EEE-PRO  Function Set *Yerzion
|<BF24 ~| |#EEE PRO 802.15.4 ~| |1om ~|
=13 Nebwaorking & 5ecurity ~

B [CICH - Channel
B (3332)1D - PAN 1D
B (1) DH - Destination Addrezs High
(0] DL - Destination Address Low
[0 WY - 1E-bit Source Addresz
[134200]) 5H - Senal Number High
[40081603] 5L - Serial Mumber Low
(0] Rk - Randam Delay Slatz
[0 MM - KA Made
[0 CE - Coordinator Enable
[1FFE] SC - Scan Channels 7|23 e 2 WA
[4] 5D - Scan Duration

B (041 - End Device Association

B (042 - Coordinator Aszociation

B (004l - Association Status
=1-3 AF Interfacing

B (4] PL - Power Level

B [2C) Ca - CCA Threshald
-9 Sleep Modes (MonB eacon] W

Read parameterz.. 0K

COM1 115200 8-N-1 FLOW:MOME *BP24 Yer:1083
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1. Zig4852te| dAA=S T =

HES 28 gdch

COMEZEZ X|HZ st Baud Rate

- Sethngs ] Range Test] Terminal] Modem Eonfiguration]

Comn Part Setup
Select Com Port
EM ZECOMI Eaud 9E00 -
PCl Serial Port [COMZ)
PCl Serial Part [COM4) Flaw Contral |MOME -
[ata Bits 8 :l'
Parity NONE :l'
Ctop Bits 1 -
Test / Quem |

Host Setup | User Com Parts | Ethemet Com Paorts

AP
[ Enable &P1
-
AT command Setup

ASCI Hex
Command Character [CC) * =
Guard Time Before [BT) Loy

1000

Guard Time After [4T]

Maderm Flazh Update
[ Mo baud change

Test/Query= stedof| or2! =& o] Hd Xt Al =35

Com test / OQuery Modem

Comrmunicatian wibh modem.. Ok
kodem type = ©B224
M odem firmmare verzion = 1083

Fetry

sto|

2. COM test 2 Modem Type, Firmware Versione &

M F Test/Query

_10_
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3. Modem Configuration 12 =2 Read HES F2¢

Ay & = e Fo| L4k

1= X-CTU [COMI1]
FC Settings] Range Test] Teminal  Modem Configuration l

Modem Parameters and Fimware Parameter Yiew Profie Wersions

Fead I “frite | Festore | Clear Screen Seve Diowrlaad e
[T Always update firware Show Defaults Lcad HETSIONS. -
Modem: #BEE-PRD  Function Set Yersion

[BPZ4 =] [#BEE PRO 802154

=13 Networking & Security
B [CICH - Charnel
B (3332)1D - PAN 1D
& (01 DH - Destination Address High
B (0) DL - Destination Address Low
B (0] MY - 16-bit Source Address
B (1342000 5H - Serial Mumber High
B (40080B71) 5L - Serial Mumber Low
B (01 RN - Bandom Delay Slats
& (0] MM - MAC Mode
B (0] CE - Coardinatar Enable
B [1FFE] 5C - Scan Channels
B (4150 - Scan Duration
B (0] 41 - End Device Aszsociation
B (0142 - Coordinator Aszociation
B (00) &l - Association Status
=23 RF Interfacing
B (41 PL - Power Level
B (20)CA - CCA Thieshold
-2 Sleep Modes [MorBeacon) w

Read parameters. . OF.

~| |we3 ~|
-~

COm1 9600 8-M-1 FLOW:NOMNE =<BPF24 “er1083
1) EAET (Baud rate AH)
Serial Interfacing Ml '=2| BD #&22 £& siH

LIEFEL CE 8= Baud rateS AMEH

2 X-CTU [COMI]

FC Settings ] Fange Test ] Terminal Modem Configuraion l

Madem Parameters and Firmware - — Parameter View — -~ Profil Wersions
Read | Write | Restare | Clear Screen Save e
[ Always update firmware Show Defaults Load WEISIONS. .

Yersion

| 1o |
L

todem: XBEE-PRO  Function Set
|BF24 ~| |#BEE PRO 802.15.4

B [00]4 - &ssociation Status
—-4=3 RF Interfacing
B [41PL - Powsr Level
B (2C) Ca - CoA Threshold
=43 Sleep Modes [NonBeacon)
B (054 - Sleep Mode
B (1358357 - “ime before Slesp
B (5P - Cyclc Sleep Period
B (3E8) DP - Dizassociated Cyclic Sleep Period
=423 Serial Interfacing
B (3 BD - Inteface Data Rate (€ I
B (2RO - Packetization Timeo[g- 1200
B (1) D7 - DIOT Configuration |1 - 2400
B (0)DE - DIOG configuration |2~ 4800
B (1) D5 - DI0G configuration
B (1) PO PWHO Confiquration|s s0a
B (0] &P - 4P Znable E - 57600
B [FFI PR - Pulup Resistor End 7 - 115200
-2 Diaghostics
B (1083 YF - Firmware Yersion w
Set/read the serial interfzce baud rate far communication tebween madem zerial port and

host. Request non-standard baud rates with values abowe 0x80 using a terminal window.
Fiead BD reqister ta find actual baud rate achieved.

9600 8-N-1 F_OW:NOME *BP24 Ver1083

COm1

a
ojo
il
N
=}
N
Q
NS
(0¢]
[@)]
1o
0z
fuy
i
HI
Kl

rr
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2) Zigagszte|l S412 flet 7|=2Hel 43 Y
¢ N2 et Hlo[HE VA & of & LA
AE(CH)2t PAN ID(ID)E S5 48 siEuct g2 Hel= 0xC~0x17 7kX|0|1L
Hel= 0~ OXFFFF 74X 4 ch AHE 2t PAN ID7F S8k Ziga85 7|2l= MEME Z2 o]
HE 1 29 = ASFUHCCh olE50] 5712 Ziga857F &= @t PAN IDY mf 1240] O]
HE ©& 5tH 2,3,4,6H0 25 &= 24 duct
CTU [COMI] B X-CTU [COMI]

PC Settings] Range Test 1 Terminal Moden Configuration 1 PC Settings 1 Range Test] Teminal hodem Configuration
Modem Paiameters and Firmware | — Parameter Yiew — — Profile Versiors Maodem Parameters and Firmware — — Parameter Yiew - — Profile ‘Wersiong
Read | wite | Resare ||| ClearScrcen e N—— Mead | wite | Nestore | | Clear Sereen Gave Uownioad new
I Always update firmware Show Defaults Load versons... I Alwayps update firmware Show Defaults Load U
Modem: #BEE-PRO  Function Set Warsion Modem: ¥BEE-PRO  Function Set Wersion
[BP24 ~| [xeEE PRO 02154 | [osz =] Jl|[xeP24 | |xBEE PRO 802.15.4 =l Jwes =]
=13 Networking & Security -~ =143 Metwarking & Security ~
B ICICH - Charinel 8 B [C]CH - Channel
B 3320 -Fan D B (2332)1D - PaN 1D [EEEE
B 10 DH - Destination Address High B (0] DH - Destination Address High
B 101 DL - Destiriation Sudizss Luw B (0] DL - Destination Address Low
B 10 b - 16-bit Source Address B (0 #Y - 16-bit Source Address
B 134200 SH - Serial Mumber High & (1342000 SH - Serial Mumber High
B MO020B71) 5L - Serial Mumber Low [ (40020B71) 5L - Serial Mumber Low
B 101 RN - Random Delay Slots B (0] R - Fandam Dielay Slats
B 1 MM - MAC Made [ (0] MM - MAT Mode
B 10 CE - Coordinator Enatle B (01 CE - Coordinater Erable
B MFFE)SC - Scan Channels B [TFFE]5C - Scan Channels
B 14150 - Scan Duration B (4150 - Scan Duration
B 10141 - End Device Association B (047 - End Device Association
B 10142 - Coordinator Association B (0142 - Coordinator Associalion
B 100) &1 - Association Status B (00] Al - Association Status
== RF Interfacing =123 RF Interfacing
B 41 PL - Power Level B (41 PL - Power Lewel
B 12C) G4 - CCA Threshold B (20) Ca - A Threshold
-2 S_Iaa:u tades (NonBeacon) - -2 Sleep Modes [NonBeacon) v
Set/read the channel nurmber [Uses 802.15.4 channel numbers). Set the PAM [Personal Area Metwork] 1D, Use 0<FFFF to send message to all PAN's.
RAMGE:0:C 017 RANGE:0-0:FFFF
COM1 | 9600 8-N-1 FLOW:MNOME XBP24 Ver1083 COM1  |96008-M-1 FLOW:NONE XBP24 “er1083
. = o =| — = AL = o~
¢ 1IN2Z2 SAlsto] Yste= Zig48s0| HIOIEE HM& sl F= w4l
Tl L= n = S i et
' (CH)Zt PAN ID(ID)E S5k 44 sl &1 Master?t == Zig4d85= DL#t
q S =2 = (=] = = R
MH Sl MYEES 0 S 2 =54t MYZE2 2t Zig4858 T2 == D2l HEA|H Euc}

Master7} obdl LIHZX| Zig485= MYZIS 22 20 al FAIH ELC} of & £0f
02 AMelst 182 TX&2Z s FAH E Lot

%-CTU [COMI]

FC Sell\ngsl Range TES[} Teminal Medem Configuration I

- x|

PC Selt\ngs} Range Tast1 Teminal Modem Configuration

Modem Parameters and Firmware— — Parameter View | - Profils Yersions Modem Parameters and Firmware | - Parameter View | - Prafile Wersions
Read ‘ Wirite I Restare I Clear Scresn J Save | Doin o Read ‘ write ] Restare | Clear Screen Save Download new
T Alhal e Hirmises Shaw Defaulls Load | RS I Always update fimware Shaw Detaults Load e
Modem: XEEE-PRO  Function Set Version Modem: ¥BEE PR Function Set _ Yersion
[«BP24 | |#BEE PROBD2154 =] [oez ] || [xeR2e ~| |xBEE PROGOZ15.4 ~| e~
=143 Metworking & Security =1-'3 Metworking & Security ~
B (C)CH - Channel 0 B (C)CH - Charinel 3
B (3332110 - PaM ID B (33320 -Pan D
B (01DH - Destination Address High [ [FFFF) DH - Destination Address High
B (010L - Destination Addiess Low [l B [FFFF)DL - Destinatior Address Low [FFFF
B (1) Y - 16-bit Source Address B (01 MY - 16-bit Source Addiess
B (134200) SH - Serial Mumber Figh B (134200 SH - Serial Namber High
B (40020871) 5L - Serial Mumber Low [ (40080B68) 5L - Serial Number Low
B (0] FH - Random Delap Slots B 01 RN - Random Delay Slats
B (01 MM - MAC Mode il B (0) MM - MAC Made
B (0] CE - Coordinatar Enable B (0] CF - Coordinatar Enable
B (1FFE)5C - Scan Channels B (1FFE)5C - Scan Channels
B (4150 - Scan Duration B (450 - Scan Duration
B (0141 - End Device Association B (01241 - End Device Assaciation
B (0] 42 - Coordinator Association B 042 - Coordinator &ssociation
B (00) &l - Association Status B (00) & - Association Status
=1-{=3 FF Interfacing =I-=3 FF Interfacing
B (41 PL - Pawer Level B 41PL- Power Level
B (2C0) Ca - CCA Threshold B (201 CA - CCA Threshold
=53 Sleep todes [MonE eacon) v =129 Sleep Modes MonBeacon, v
Set/iead the lower 32 bits of the B4 bit desination address. Set the DH register ta zera and | | Set/read the lower 32 bits of the B4 bit destination address. Sat the DH register to zero and
DL less than DxFFFF to transmit using & 16 ait address. Ox000000000000FFFF is the DL less than O4FFFF to transmit using & 16 bit address. 0x000000000000FFFF is the
broadcast address for the PAM. Ibroadcast address for the PAN.
MANGL:0-0«CTTTTIrr RAMNGE:0-0uFFFFFFFF

COMT 9600 8N-1 FLOW-NONE #BP24 Ver1083

COME | 9600 8-N-1 FLOW:NOKE XBP24 Ver1083

12

2 FFFF 2

Mastere| zk
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CTU [COME]

PC Settings | Range Test | Terminal Modem Configuration I PC Settings | Range Test| Teminal Modem Configuration !
- Modem Farameters and Firmware | — Parameter V|ew — Profile —— — Yersions  Modem Parameters and Fimware - — Parameter View - — Profile—— [~ Yersions
Boad i Witc I Bostore I et e Save Lhwrload Hew | Read i write Rzstare Clear Screen Save DUl T
[ Always update firmware Ehow Defaults | ‘ Load R I™ Always update fimware Show Defaults Load SRR
Modem: #BEE-PRO  Function Set Yersion Modem: ¥BEE-PRO  Function Set Version
|=eP24 ~| |#BEE PRO 802 5.4 | [roma <] ||| [x6P2e | |~BEE PRO 802.15.4 ~| Jwss
= {_j Metworking & 5ecurity b ‘23 Metwaorking & Secuity ~
© . B ICICH - Channel = B (C1CH - Channel B
o B 13332) 1D - PAN 1D B (3332) 1D - PAN 1D
- B [0 DH - Destination Address High B [FFFF] DH - Destination Address High
i n [0) DL - Destination Address Law n [FFFF) DL - Destination Address Low
o B (MY - 16t Source Address [T B (0 MY - 16bit Sowrce Address [0
- B 124200) 5H - Serial Number High -~ [ (134200 5H - Senial Mumber High
B (40080B71] 5L - Serial Number Low - [@ [40020B65) 5L- Serial Mumber Low
B i01RN - Random Delay Slots - [ [0 RN - Random Delap Slats
o [ (0] MM - MAC Made = - [ [0) MM - MAC Mode i
B (0] CE - Coardinatar Enable - [ [0) CE - Coordingtor Enable
B (1FFE] 5C - Scan Channels - B [FFE) 5C - Scan Channels
- B (415D - Scan Duration - B (415D - Sean Duration
B [0) &1 - End Device Associaion - B (0] A1 - End Device Association
B 0142 - Coordinator Associaton - @ [0) &2 - Coordinatar Association
b B (00) &l - Association Status B (00) & - Azsociation Status
| u RF Irilelaing a RF Interfacing
-~ B [41PL - Power Level B (4] PL - Power Lewvel
B (2C) 04 - CCA Threshald ] B (2C) 4 - CCA Thieshald
{_j Sleep Modes [NonBeacon) Z E T | S_Ieep todes [NonEeacon] o
Set/tead the 16 bit source address for the modem, SetMY = 0sFFFF to disable reception of | | Sel/ead the 16 Bit source address for the madem. Set MY = D4FFFF to disable reception of
packets with 16 bit addresses. B4 bit souce address is the serial number and is always packets with 16 bit addresses. B4 bit source address is the serial number and is always
ehabled. ienabled.
RANGE:0-0eFFFF IRAMNGE:0-0<FFFF
COME  |96008H-1 FLOW-NOME *BP24 Ver1083 |

4. Command Descriptions

Al (End Device Association) Command

<MNetworking {Association}= The &1 command is
used to s=et and read association options for an

End Device,

LIse the table below to determine End Device
behavior in relation to the &A1 parameter.

AT Command: ATAT

FParameter Range: 0 - 0x0F [bitfield]

Default Parameter Yalue: 0

Related Commands: D (PAMN 1ID), NI (Node
Identifier), CH (Channel), CE (Coordinator
Enable), A2 (Coordinator Association)

Minimum Firmware Version Required: v1.x80

Bit number

End Device Association Option

0 - ReassignPaniD

0 -\l only associate with Coordinator aperating on PAN |0 that matches Node Identifier

1 - Mzy associate with Coordinator operating on any PAN ID

1 - RezzsignChannsd

0 - Wil only associate with Coordmator operatng on Channs! that matches CH setting

1- Mzy aszociate with Coordinalor operating on any Channel

2 - Bundssociate

0 - De=vice will not attermat Azsociation

1 - Dewice attempts Acsociation unfil success
Mote: This kit is used only for Non-Beacon systems. End Devices in a Beaconing system must
awaye aseociate to a Coordingtor

3 - PollCoordOnPiniake

0 - Pim \Wake will not poll the Coondnator for pending (insimect) Data

1 - Pin Waks will send Poll Request to Coordnator to extract any pending data

4.7

[resered]

_13_



www.realsys.co.kr

A2 (Coordinator Association) Command

<Netwarking {Assaclatmn}j:» T"E .C'.L_ command is AT Command: ATA2
used to set and read association cptions of the : :
Coordinator. Parameter Range: 0 - 7 [bitfield]

Lise the table below to determine Coordinator e

behavior in relation to the A2 parameter. Related Commands: ID (PAM 1D), NI (Node
Identifier), CH {Channel), CE (Coordinator
Enable), Al (End Device Association), AS
Active Scan), ED (Energy Scan)

Minimum Firmware Version Required: v1.x80

Bit number End Device Association Option

0 - Coordinator will not perform Active Scam to locate available PAN 1D, It will cperate on I
[PAN D).

1 - Coordinator will perform Active Scan fo determing an avalakle 1D [PAN D). IF a BAN 1D
corflict is found, the ID parameter will change.

0 - ReassignPaniD

0 - Coordinator will not perform Enengy Scan o determime fres channel. It will ceerate on the
1 - ReassignChanne channe! determined by the CH parameter.
1 - Coordinator will perform Energy Scan to find a free channel, then operate on that channel.
) 0 - Copordinator will not allow arny devices to associate to i
2 - Allowhszociate = = - -
1 - Coordinator will allow sevices 1o associate ot

3-7 [reserved]

The binary equivalent of the default value (ko) is 00000110, “Bit I is the last digit of the sequence.

AP (API Enable) Command

<Senal Interfacing> The AP command is used to
enable the RF module to operate using a frame-
based AFI instead of using the default Transpar-

AT Command: ATAP
Parameter Range: 0 - 2

ent (UART) mode. Parameter Configuration
0 Cisabled _
(Transparent cperation)
1 APl enabled
3 APl enabled

{with escaped characters)
Default Parameter Value:0
Minimum Firmware Version Required: w1 .x80

Refer to the APl Operation section when APl operation is enabled (AP =1 or 2).

_14_
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AC (Apply Changes) Command

< AT Command Mode Options= The AC comrmmand
is used to explicitly apply changes to module
parameter values, "Applying changes” means that
the module is re-initialized based on changes
made to its parameter values. Once changes are applied, the module immediately operates
according to the new parameter valuss.

AT Command: ATAC

Minimum Firmware Version Reguired: w1 . xAD

This behavior 1= in contrast to issuing the WR (Wnite) command. The WR command saves parame-
ter values to non-veolatile memaory, but the meodule still operates according to previously saved val-
ues until the module is re-booted or the CN {Exit AT Command Mode) command is issued.

Refer to the “AT Command - Queus Parameter Value” APl type for more information.

Al (Association Indication) Command

<Metworking {Associabion}> The Al command is
used to indicate occurrences of emrors dunng the
last association request,

AT Command: ATAI
Parameter Range: 0 - 0x13 [read-only]

. . Related Commands: AS (Active Scan), 1D (PAN
Use the table below to determine meaning of the ID}, CH (Channel), ED (Energy Scanj), Al (End

returned values. Device Association), A2 {Coordinator
Association), CE (Coordinator Enable)

Minimum Firrmware Version Required: v1.x80

Feturned Value [Hex) | Asscciation Indication
] successiul Compietion - Coordingtor successhully stares or Cnd Device associalion complete
Jx0 Active Scan Timeout
Ox02 Active Scan found no PANs
axlla Active wcan Tound EAN, bul the Coonamator Allow Association kit 1E not s&1
dxla Active Scan found PAN, but Coordingtor and End Device are not configured o support beacons
005 Active Scan found PAN, but Coordinator 1D (PAN 1D) value does mot rmiatch the 1D of the End Device
Ox0B Active Scan found PAN, but Coordingtor CH (Channel) value does not maich the CH of the End Device
a7 chergy scan Timecut
=08 Coordinator start reguest failed
dx0d Zoorinator coukd not start dus 1o Invalid Farameter
dxlA oondingtor Reabgnment IS In progress
Ox0B Aszpcigbion Reguest not sent
0 Aszociation Reguest imed oul - no reply was received
a0 Associabion Reguest had an [rvalid Farameter
Ox0E Association Reguest Channel Access Failure - Reguest was nof transmitied - CCA failure
uxdF Remote Cobrainator tha ot sead an ACK afer Associaton Reguest was sent
- remote Coorainator dha not reply 10 the Associalion Request, but an ALK was recenved
after sending the regquest
Ox11 [reerved]
axld ownc-Loss - Lost synchronization with a Beaconing Cocrdingior
TR K] Disazsociated - Mo longer azsociated to Coordmator

_15_



www.realsys.co.kr

AS {Active Scan) Command

«&T Command Mode Options= The 45 command
i5 used to send a Beacon Reguest to a Broadcast
Address (0«FFFF) and Broadcast PAN (OxFFFF) on _Parameter fange O - &

gvery channg. The parametsr daterminss the Felated Command: 5D (5can Duration), DL
armount of time the RF module will listen for Bee-  (Destination Low Addracs), DH (Destination

cons on each channel. A'PanDescriptor’ is created High Address), ID (PAN ID), CH (Channel)

and returnad for avary Bazscon recsived from tha Minimm Firrmeare Verion Reauired: w1 80
scan, Each PanDescriptor contains the following

information:

AT Command: ATAS

Coordéddress (SH + SL perameters )< CR>
CoordPanID (ID parameter) <CR=
Loorddadrvodes <CH >
0x0Z = L6-bit Shot address
0x03 = 5<-bit Long Address
Channel (CH parametar] =CR=~
SecuntyllzasCR=
ACLEntry<CR>
SecuntyFalure =CH=
SuperFrameSpec<CR= (2 bytes):
it 15 - Assodation Permitted (MSE)
oit 14 - PAN Coordinator
DiL 13 - Resereed
it 12 - Battery Life Extension
sits 8-11 - Final CAP Slat
hits 4-7 - Superrame Order
oits 0-3 - Beacon Order
GhsPermit<CR=
RS5I<CR> (- RSS5I is returned as -dBm)
TimeStamp<CR> (3 bytes)
= A= (A camacge returm <CR> 15 sent 2t the end of the A5 command.
The Active Scan is capable of retuming up to 5 PanDescriptors in 2 scan. The actual scan time on
each channel is measured as Time = [(2 ~ (5D Parameter)) * 15.38] ms. Total =can time is this
tirme multiplied by the number of channels to be scanned (16 for the XBee, 12 for the ¥Bee-PRO).

MOTE: Refer the scan table in the 5D description to determing scan timas. If using APl Mode, no
<CR>"s are retumed in the response. Refer to the APl Mode Operation section.

LA (LLA IThreshold ] Command

=RF Interfacing= C& command is used to set and

AT Command: ATCA
read CCa (Clear Channel Assessment) thresholds.

] o ] Parameter Range: 0 - Ox50 [-dBm]
Priorto tramsmitting a packet, 2 CCA s performead
to detect enargy on the transmit channel. If the
dstectes ensrgy is ahove the CC4 Threshnld, the
RF module will not transmit the packet.

Cefault Parameter YValue: 0<2C

{—-44 decimal dBm)
Minimum Firmware Version Required: v1 .80
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AV (ADC Voltage Reference) Command

<Serial Interfacing> The AV command iz used to

set/read the ADC reference voltage switch. The e S i

XBee-PRO has an ADC veltage reference switch Parameter Range:0 - |
which allows the module to select betwesn an on- Parameter Configuration
board voltage reference or to use the VREF pin on 0 VREE Pin

the connector
1 Internal {on-board

This command only applies to XBes-PRO RF Maod- reference - VCO)
ules and will return error on an XBee RF Module, Default Parameter Value 0

BD (Interface Data Rate) Command Minimum Firmware Version Required: v1.xAD

<Serial Interfacing= The BD command is used to
set and read the senal interface data rate used

between the RF module and host, This parameter
determines the rate at which senal data is sent to

AT Command: ATED

Parameter Range:0 - 7 (standard rates)
OwB0-0x1C200 (non-stndard rates)

the module from the host. Modified interface data Parameter Configuration (bps)
rates do not take effect until the CH (Exit AT Com- 0 1200
mand Mu:ude:_l u:olrnmand is izsued and the system 1 2400
returns the "0OK' response. 5 2800
When parameters 0-7 are sent to the medule, the 3 9600
respective interface data rates are used (as
shown in the table on the right). = bt
. 5 358400
The RF data rate is not affected by the BD param- -
gter. If the interface data rate is set higher than & 57600
the RF data rate, a flow control configuration may 7 115200

need to be implemented. Default Parameter Value:3

Mon-standard Interface Data Rates:

Any value above 0x07 will be interpreted as an actual baud rate. When a value above 0x07 is sent,
the closest interface data rate represented by the number is stored in the BD register. For exam-
ple, a rate of 19200 bps can be set by sending the following command line "ATED4BO0". NOTE:
When using MaxStream’s ¥-CTU Softwars, non-standard interface data rates can only be set and
read using the ¥-CTU Terminal” tab. Mon-standard rates are not accessible through the "Modem
Configuration” tab.

When the BD command iz sent with a non-standard interface data rate, the UART will adjust to
accommaodate the requested interface rate. In most cases, the clock resolution will cause the
stored BD parameter to vary from the paramester that was sent (refer to the table below). Reading
the BD command (zend "ATBD" command without an associated parameter value) will return the
value actually stored in the module’s BD register.

Parameters Sent Versus Parameters Stored

BD Parameter Sent (HEX) Interface Data Rate (bps) BD Parameter Stored (HEX)
0 1200 0
4 19,200 4
7 115,200 7
2C 300 128
1C200 115,200 18207
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CC (Command Sequence Character) Command

<AT Command Mode Options= The CC command
is used to set and read the ASCII character used
between guard times of the AT Cermmand Mode
Sequence (GT + CC + GT). This sequence enters  Default Parameter Value: Ox2B (ASCI ")
the RF module inte AT Command Mode so that Related Command: CT {Cuard Times)
data entering the module from the host iz recog-

nized as commands instead of payload.

AT Command: ATCC

Parameter Range: O - OxFF

The AT Command Sequence i explzained further in the AT Command Mode szction.

CE (Coordinator Enable) Command

<Serial Interfacing> The CE command is used to

set and read the behavior (End Device vs, Coordi- AT Command: ATCE

nator) of the RF module. Parameter Range:0 - 1
Parameter Configuraticn
0 End Device
1 Coordinator

Default Paramersr Valus0
Minimum Firmware Version Required: w1.x80

CH (Channel) Command

<Metworking {Addressing} = The CH command is
used to set/read the operating channel on which
RF connections are made betwean BF maodules. Parameter Range: Ox0B - Ox1A (XBee)

The channel iz one of three addressing options L ORI s )
available to the module. The cther options are the ~ Default Parameter Value: 0x0C {12 decimal)

PaN ID (1D command) and destination addresses  Related Commands: ID (FAN D), DL
(OL & DH commands). \Destination Address Low, DH {Destination

Address High)

AT Command: ATCH

In order for modules to communicate with each
other, the madules must share the same channel number. Diferent channels can be usad to pre-
vent modules in one network from listening to transmissions of another, Adjacent channzl rejec-

tion is 23 dB.
The module uses channel numbers of the 802.15.4 standard.
Center Freguency = 2.405 + (CH - 11d) * 5 MHz (d = decimal)

Refer to the XBee XBee-PRO Addressing section for more infermation.

CM (Exit Command Mede] Command

<&T Command Mode Options= The CN command
is used to explicitly exit the RF module from AT
Command Mode,

AT Command: ATCN

CT (Command Mode Timeout) Command

<AT Command Maode Options> The CT command
15 used to set and read the amount of inactive
time that elapses before the RF module automatj-  Parameter Range-2 - OxFEFE

cally exits from AT Command Maode and returns to [x 100 milliseconds]
Idle Mode. Default Parameter Value: Oxd4 (100 decimal

fwhich equals 10 dedmal Seconas))
Number of bytes returned: 2

Related Command: CH {Exit Command Mode)

AT Command: ATCT

Use the CM (Exit Command Mode) command to
exit AT Command Mode manually.
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RealSYS.....

D0 - D4 (DI0n Configuration) Commands

<1/ Settings> The DO, D1, DZ, D3 and D4 com-
mands are used to select/read the behaviar of
their respective AD/DIC lines (pins 20, 19, 18, 17
and 11 respectively).

Opticns include:
& Analog-to-digital convertar
= Digital input
» Digital output

D5 (DIOS Configuration) Comimand

AT Commands:

ATDO, ATD1, ATD2, ATD3, ATD4

Farameter Range: 0 - 5

Parameter Configuration
0 Disabled
1 n/a
2 ADC
3 [b]|
4 DO oy
5 DO high

Default Parameter Walua: O

Minimum Firmmware Yersion Required: 1.x.AD

<10 Settings= The D5 command is used o
szlect/read the behavior of the DIOS line (pin L5).

CpLivns include:

= Asscciated Indicator (LED blinks when the
madule is associated)

= apigloy-Llu-digildl cunives Les

» Digital input

» Digital output

D6 (DIO6 Configuration) Command

AT Command: ATDS

Farameter Range: 0 - 5

Parameter Configuration
0 Disabled
1 Accociztad Indicator
2 ADC
3 b
4 L lowy
5 DO high

Default Parameter Value: 1

Parameters 2-5 supported as of firmware

version 1 wAlD

<1/0 Settings> The D& command is used to

szlect/read the behavior of the DIOS line (pin 16].
Oplivnz niulude.

= RTS flow contral

* Analog-to-digital converter
# Digital input

= Digital output

AT Command: ATDG

Parameater Range il - &

Parameter Configuration
0 Disabled
1 RT5 Flow Contral
2 njla
3 b
4 DO low
5 O high

Default Parameter Value 0

Parameters 3-5 supported as of firmware

version 1.xAD
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D7 (DIO7 Configuration) Command

=10 =ermings> 1he Uy command IS used o

select/read the behavior of the DIOT line (pin 12). T BRI

Options include: Parameter Range:0 - 5
» 1% Fiow contro Parameter Configuratian
» Analog-te-digital converter L Cisabled
« Digital input 1 CT5 Flow Control
+ Digital output £ nfa
3 DI
4 DO low
5 CO high

Default Paramenzr Value 1

Parameters 3-5 supnorted as of firmware
version 1.x.A0

D5 (DI& Configuration) Command

<[/ Settings= The 0& command is used to

select/read the behavior of the DIS line (pin 9). T DL

This command enables configuring the pin to Parameter Range:0 'ﬂ5 )

function as a digital input. This line is also usad (1,2, 4 &5 n/ja)

with Pin Slesp. Parameter Configuration
0 Cisabled
3 ]

Default Parametzr Walue O

Minimum Firmware Version Required: 1.xA0
DA (Force Disassociation] Command

<[Special]= The D& command is used to immedi-
ately disassociate an End Device from a Coordi-
nator and reattempt to associate,

AT Command: ATDA
Minimum Firmware Yersion Required: v1.x80

DB (Received Signal Strength) Command

=Diagnostics> DB parameteris usedto readthe A1 command: ATDE
received signal strength (in d&m) of the last AF
pacliot recoived. Noportod waluoo are acourata
between -40 dBrm anc the RF module's receiver sensitivity.

Absolute values ars reported, For exampls: (k58 = -88 dBm (decimal). If no packets have besn
received (since last reset, power cycle or sleep event), "0" will be repoit=d.

Parametzr Range: 0 - 0x54 [read-only]

DH {Destination Address High) Command

<Networking {Addressing}=> The DH command is
nusad tn set and read the upper 37 hits of the RF
modulz’s 64-bit destination address, When com-

AT Command: ATDE
Parameter Range: O - OxFFFFFFFF

bined with the DL (Destination Address Low) Default Parameter Value: 0

parameter, it defines the destinaticn address used  Relazed Commands: DL iDestination Address

for transmission. Low], CH (Channel), ID (PAN VID), MY (Source
Address|

An module will only communicate with other

madulzs having the same channel (CH parame-

ter), F&N ID ([D parameter) and destinaton address

(OH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zere and the DL parameter less than
0xFFFR 0x000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the XBee/¥Bes-FRO Addressing secton for more information,
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DL {Destination Address Low) Command

=Metworking {Addrezsing} > The DL command iz
used to set and read the lower 32 bits of the RF
module s B4-Dit destination address, When com-

AT Command: ATDL
Farameter Range: & OwFFFFFFFF

bined with the DH (Destination Address High) Default Paramater Valuz: 0
parameter, it defines the destination address used  Related Commands: DH (Destination Address
for transmiasion. High), CH (Channel), IT (PAN VID), MY {Source

. . . Address
A module will only communicate with other mod- )

ules having the same channel ({CH parameter),
PAN ID (IC paransiz ) and deslinalivn addiczs (D1 + DL paianislcial,

To transmit using a 16-hit address, sst the DH parameter to zero and the DL parameter less than
0xFFFF. Ox000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the XBee/¥Bee-PRO Addressing secton for more information,

DN {Destination Node) Command

<MNetworking {Identification} = The DN command

. . . AT Command: ATDN
is used to resolve & NI {Node Identifier) string to = -
a physical 2ddress. The following events oceur Farameter Range: 20-character ASCI String

upen successiul command execubion: Minimum Hremaare Version Kequired: vi.xd0

1. DL and DH are set to the address of the
module with the matching NI (Node [dentifier).

2. 0K’ is returned.
2. RF medule automatically exits AT Command Mode.

If there is no response from a medem within 200 msec or 2 parameter is not specified (left blank),
the command is terminzted and an "ERROR message is returned.

DP {Disassociation Cyclic Sleep Period) Command

<Sleep Mode (Low Power)= AT Command- ATDP

NonBeacon Firmware Parameter Range: 1 - OxGEED

End Dovice  The DP gcommand is uoed to oot and [x 10 millisecends]
read the time pariod of slesp for cyclic slzeping Default Parameter Valus: 0x3ES

remotes that are configured for Association but (1000 decimal)
are not associated to a Coordingtor (e, Ifa Melated Commands: SM (Slcep Mode), 5P

device is configured teo zssociate, configured 35 @ (Cyclic Sleep Period), ST (Time before Sleep)
Cyclic Sleep remots, but does not find a Coordi-
nator; it will sleep for DF time before resttempt-
ing association.) Maximum sleep period s 268

seconds (0x&8E0). OP should be = 0 for NonBeacon systems.

Minimum Firmware Version Required: v1.x80

EA (ACK Failures) Command

=[Diagnestics: The EA command is used to reset AT Command: ATEA
and read the count of ACK (acknowledgement)
fallures, Ths perameter value increments when
the meodule expires its transmission retries with-  Minimum Firmware Version Required: v1.x20
out recsiving an ACK on a packet transmissicon.

This count saturates at ts maximum value.

Mramcter Range: 3 OxCTTT

Set the parameter to "0 to reset count.
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EC (CCA Failures) Command

= Diagnostics> The EC command is used to read
and recet the count of CCA [Clear Channe
Aszessment) fzilures, This parameter value incre-
ments when the RF module does not transmit a
packet due to the detection of energy that is
zgbove the CCA threshold level (set with CA com-
mgnd . This counl salwales al ils midximurm value,

AT Command: ATEC
Parameter Range 0 — OxFFFF
Related Command: CA (CCA Threshold)

Minimum Firmware Version Required: v1.x20

Set the EC parameter to "0" to resst count.

ED {Encrgy Scan) Command

<Networking {Asscciaton}>= The ED command is
usad to send an "Energy Detect Scan®, This

parameter determines the length of scan on each
channel. The maximal energy on each channel is
returned and each valus is followed by 2 camiags

tslen i, A

AT Command: ATED

Parametrr Range 0 -/

Related Command: 50 (Scan Duration), SC
(5can Channel)

= . - Minimum Firmrware Version Required: v1.x20
audilivial vaniays relunn ia scol el U

end of the command.

The values returned represent the detected energy level in units of -dBm. The actual scan time on

each channel 13 measwed as Tine = [(2 = ED PARAM) * 15.36] s,

Mote: Total scan time is this time multiplied by the number of channels to be scanned. Also refer to

the S0 {Svan Durativir) labile. Use thie 5€ Goan Choanmme) commmand e deowse vwliich danmels e acan.

EE (AES Encryption Enable) Command

= Networking {Security}= The EE command is
usad to setfread the parameter that disables/
onablos 122 bt AEE cnaryption.

The XBee/XBee-PRO firmware uses the 802.15.4
Default Security protocol and uses AES encryption
with @ 128 bit key. AES cnoyption dictates that
zll modules in the network use the same key and
the maximum RF packet size is 95 Bytes,

Wiice cona yplivi iz coaldsd, Uie imedule wwill
glways use its 64-hit long address as the source
address for RF packets. This dogs not afect how

AT Command: ATEE
Parameter Ranae 0 - 1

Parameter Configuration
0 Disabled
1 Cnabled

Default Parameter ValueD

Related Commands: KY (Encryption Key), AP
{AP] Covalsley, Mk (MAC M)

Minimum Firmware Version Required: v1.x80

the MY (Source Address), DH (Destination Address High) and DL (Destination Address Low)

parameters work

If MM [MAC Mode) = 0 and AP (API Enable) parameter = 0:
With errrryptinn enahled and a 1A-hit cshnrt addreze 2et, rereiving madnlee wall Anly b= akle B0

issue R¥ (Receive) 64-bit indicators. This 1s not an issue when MM = 0,

If a module with a non-matching key detacts BF data, but has an incorrect key: When encryption iz
enabled, non-encrypted RF packets received will be rejected and will not be sent cut the UART.

Transparent Operation --= &ll RF packets are sent encrypted if the key is set.

AFI Operation --= Receive frames use an option bit to indicate that the packet was encrypted.

FP (Force Poll) Command

= Networking (Association) > The FF command is
usad to request indirect messages being held by
& Coordinator

AT Command: ATFP
Minimum Fimmware Version Required: ¥1.x30
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FR [Software Reset) Command

<Special= The FR command is used to force 2
software reset on the RF module. The reset simu-
lztes powenng off znd then on again the module.

GT (Guard Times) Command

AT Command: ATFR
Minimum Firmware Version Required: w1 .x80

< AT Command Mode Options= GT Command is
used to set the DI (data in from host) time-of-
zilence that surrounds the AT command sequence
character (CC Command) of the AT Command
Mode sequence (GT + CC + GT).

Tha DI timme of silonoe is used to prowont inad

vertent entrance into AT Command Mode,

Refer to the Command Made section for maore

AT Command: ATCT

Farameter Range 2 - 0x0CE4
[x 1 millisecond]

Default Farameter Value 0x3E8
(1000 decimal)

Related Command: CC (Command Sequence
Character)

infermation regarding the AT Command Mode Seguence.

HV (Hardware Version) Comimand

<L Nagnestics= | he HV command 15 used o read
the hardware version of the RF module.

IA(L/O Input Address) Command

AT Command: ATHY
Parameter Range:0 - OxF-FF [Read-only)

Minirminim Firmmamra Warcinn Ramuirad w1 w20

=I/0 Settings {1/0 Line Passing}= The 14 com-
mand is used to bind a module cutput to & spe-
cific addrass. Qukputs will only change if recaived
from this address. The [4 command can be used
10 ser/read both Lo and o4-bit adoresses.

Setbng all bytes to OxFF will not allow the recap-
tion of any /O packet to change outputs. Setfing
the 1A address to UxkHHE will cause the module to
accept all I/O packets.

TC (NTO Chanoe Netect) Command

AT Command: ATIA
Farameter Range O - OxFFFFFFFFFFFFFFFF
Default Farameter Value OxFFFFFFFFFFFFFFFF

{weill not allow army received 1)C paclet to

change outputs)
Minimum Firmware Version Required: w1 xAl

=1/0 Settings= Tha IC comrmand iz usad &t
znable the monitoring of the change detect fea-
ture on DIC lines ©-7. If a change is detected,
data is transmitted with DIO data only. Any sam-
ples queued and waiting for transmission are sent
firct.

AT Command: ATIC

Paramcter Range: 3 OxIT [bitficld]

Default Parametzr ValueD (disabled)
Minimum Firmmware Yersion Required: 1.xAQ

Refer to the "aDC and Digital /O Line Support” sections of the "RF Module Operations” chapter for

mare information.

ID {Pan ID) Command

=Metworking {Addressing}= The ID command is
used to Ser and read the FAN [FEFSonal Area Net-
work) ID of the RF module. Only modules with
matching PAN IDs can communicate with each
other. Unique PAN IDs enable control of which RF
packsts are received by a module.

AT Command: ATID
Farameter Range: O - OxFFFF

Default Farameter Value 0x3332
(13106 decimal)

Setting the ID parameter to OxFFFF indicates a global transmission for all PANs. It does not indi-

cate a global reoccive.
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IO {Digital Qutput Level) Command

=I/C Settings= The IO command is used to set
digital cutput lovels, Thic allows DIC linos cotup
as outputs to be changed through Cormmand
Made,

AT Command: ATIO

Farameter Range: &-bit bitmap

{where each bit represents the level of an I/ O
line that is SeTup as an OutpuL)

Minirmum Firmware Version Required: w1 el

LK [sample KHate) Lommand

=<If0 Settings> The IR command is used to set/
read the sample rate. When set, the module wil
sample all enabled DIO/ADC lines at a specified
interval, This command zllows periodic reads of

AT Comimand. ATIR

Farameter Hange: 0 - UstRHE [© | msec)
{carnot guarantee 1 ms timing when 1T=1]

the ADC and DIO lines in & non-Sleep Mode Default Parameter Value 0

setup. Aelated Command: IT (3amples before TX)
Example: When IR = 0x04, the sample rate is 10 Minimum Firmware Version Required: vl.x40
me (or 100 Hz).

IS (Force Sample) Command

=1f0 Settings= The IS command is used to force
a read of zll enaoled DIC/ADC lines, The data is

returned through the UART. Parameter Range: 1 - OxFF
Default Parameter Valwe:1

AT Command:; ATIE

When operating in Transparent Mode (4P=0), the
dEta '5 'E:J"Ed il-I :hE :D||C-Wi|‘u; fﬂl-'ﬂa:: FUrETIdrn Flrirraane version Reguiied. vl .xes0

All bytes are converted to ASCII
number of samples<CR>
channel mask<CR>
DO data<CR> {If I¥O lines are enabled < CR=
ADC channel Data<icr> <-This will repeat for every enabled ADC channel<CR>
<ICR> {end of data noted by extra <<CR>)

When operating in API mode (AF = 0), the command will immediately return an ‘0K’ response.

The data will Follow in the normal AP formeat for DO dato.

IT (Samples before TX) Command

=I/0 Settings= The IT command is used to et/ .
read the number of D10 and ADC samples to cal- AT Command: ATIT
lect before transmitting data. Farameter Range: 1 - OxFF

L
Cme ADC =aimple s considered cormipleLe when all Default Parameter Value'1

enobled ADC channels have been read, The mod-  Minimum Firmware Version Required: w1 x40
ule can buffer up to 93 Bytes of sample data.

Since the module 1ses & 10-hit &1 conwverter, each sarmnle nses twn Pytes. Ths laads tn 2 maxi-
mum buffer size of 46 samples or IT=0x2E.

When Slesp Modes are enabled and IR {Sample Rata) iz sat, the module will remain awake unbil IT
samples have been collected,
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U (I/0 Output Enable) Command

<I/0 Setbnags= The ) command is used to dis-

ablefenable I/O UART output. When enabled (IU AT Lommand: ATIU

= 1}, received I/0 line data packets are sent out Parameter Range:0 — |
the UART. The data is sent using an API frame Parameter Configuraticn
regardless of the current AP paremeter valus, Disakled -
0 Received | /0 line data
packets will NOT sent
out LADRT.
Enabled -
1 Received |0 line data
will be sent out UART

Default Parameter Value:1

Minimum Firmmvare Version Required: 1.xA0

KY (AES Encryption Key) Comimand

=Networking {Security} = The KY command is
uzed to get the 128-bit AES (Advanced Encryption
Standard) key for encrypting/decrypting data.
Once set, the key cannot be read out of the mod-  Default Farameter Value 0

ule by any means. Related Command- EE (Encryption Enahle)

The entire payload of the packest is encrypted Minimum Firmware Version Required: v1.xAD
uaing the key and the CRC 15 computed across the

ciphertext, When encryption is enabled, each packet carries an additional 16 Bytes to convey the
random C3C Initializztion Vector (IV) to the receiver(s), The KY valus may be "07 or any 128-bit
wvalue, Any other valus, including entering ATKY by itself with no parameters, will cause an error A
module with the wrong key (or no key) will receive encrepted data, but the data driven out the
senal port will be meaningless. Likewise, 2 module with a key will receive unencryoted data sent
from a medule without 2 key, b the oot will he meaningless. Recanse CRC mode 1= utilized,
repetitive data appears differently in different transmissions dug to the ranrdomly-generated T4

AT Command: ATKY
Parameter Range:0 - (any 16-Eyte valug)

When quened, the system will return an'OK" meassage and the value of the key will not be
returmied.

MO (PWMO Output Level) Command

IO SELEIIHB-—' Thie MO winnnianed 1s used Ly ssty

N . ATC d: ATMO
read the output level of the PWMO line (pin &), emman

Parameter Range: 0 — OxQ3FF [steps]

Before setting the ling as an output:
1. Enable PWMOD output (PO = 2
2. Apply settings (use CN or AC) Related Commands: PO (PWMO Enable), AC

{Apply Changes), CN (Exit Command Mode)

Default Parameter Value:0

The FWM period = 64 psec and there are Ox03FF
(L2 3 dedirmal) steps wilhin this period. Wihen Mo
=0 (0% PWM), 0x01FF (50% PWM), 0x03FF
(100% PWM), etc.

Minimum Firmware Yersion Reauirad: v1.xA0

M1 (PWM1 Output Level) Command

=1/ Settngz= The M1 command is used to setf

read the sutput level of the PWHML line (pin 7). N S

Parameter Range:0 - Ox03FF
Default Parameter Value:0

Before setting the line as an autput:
1. Enable PWML output (PL = Z2)
Z. Apply sellings (use SN or #C)

Palatad Commands: P1 {PWKM1 Enabkla), AT
{Apply Changes), CN (Exit Command Mode)

Minimum Firmware Version Requirad: v1.xA0
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MM (MAC Mode) Command

<Metworking {Addressing} = The MM command s
used Lo sel and read the MaC Mode value. The
MM command disables/enables the use of a Max-
Stream header contained in the 802.15.4 RF
packet. By default (MM = 0], MaxStream Mode is
enabled and the module adds an extra headar to
the data porbion of the 802.15.4 packet. This
enables the following featuras:

« ND and DN command support
* Duplicate packet detection when using ACKs

The MM command allows users to turn off the uses
of the extra header. Modes 1 and 2 are stnct
802.15.4 modes, If the MaxStream header is dis-

abled, ND and DN parameters are alzo dizabled.

AT Command: ATMM
Parameter Range:Q - 2

Parameter Configuraticn
FlaxStream Mode
0 (802.15.4 + Max5tream
neader)
1 802 15.4 (no ACKs)
2 802.15.4 {with ACKs)

Default Parameter YValue: 0

Related Commands. WD (Node Discover), DN
{Destination Node)

Minimum Firmware Yersion Required: v1.x80

Mate: When MM = 0, apolication and CCA fallure retnes are not supported.,

MY (16-bit Source Address) Command

<Metworking {Addrassing} = The MY command is
used to set and read the 16-bit source address of
the RF madule.

By setting MY to OxFFFF, the reception of RF pack-
gts having & 16-bit zddress s disabled. The 64-bit
address iz the module’s senal numbar and is

glways 2nabled.

MD (Node Discover) Command

AT Command: ATREY

Parameter Range: O - OxFFFF

Default Parametzr Value: 0

Related Commands: DH (Destination Address
High}, CL {Destination Address Low), CH
(Channel), ID (PAMN 1D

<Metworking {Identification} = The ND command
is used to discover and report all modules on its
current operating channel {CH parameter) and
P&N ID (ID parameter). MD alsc accepts an NI

(Meoda Idanbfier) wvalus ac a parametar. In thic
case, only a module matching the supplied identi-
fier will respond.

MDD uses = E4-bit long addresec when cending and

AT Command: ATHND

Range: opticnal 20-character NI value

Related Commands: CH (Channel], 1D (Pan 1D),
MY (Source Address), SH [Serial Number High),
5L (Serizl Mumber Low), NI {Mode Identifier),
NT [Mode Discover Time)

Minimum Firmware Version Required: v1.x80

responding to an ND request, The ND command causes a module to transmit a globally addressed
MO command packet. The amount of time allowed for responses is determined by the NT {Node

Discover Time) parameter,

In AT Command mode, command completion is designated by a carmage return (0x0D), Since two
camage retumns end 2 command response, the application will receive three carnage returns at
the end of the command. If no responses ars received. the aoolication should onlv receive one
camiage return. When in APl mode, the application should receive a frame (with no data) and sta-
tus {set to "OK') at the end of the command. When the ND command packet is received, the

remote sets up a random time delay (up to 2.2 sec) before replying as follows:

Mode Discover Response (AT command mods format - Transparent operation):

MY (Source Address) valus=CR=-

SH (Senal Number High) value=CR=>

SL {Scrial Mumber Low) valus < CR=

DB (Received Signal Strength) velue<CR=
NI (Mode Identifier) value<CR=

<CR> (This iz part of the response and not the end of command indicator )

Mode Discover Response (API format - data iz binary (except for NIJ):

2 bytes for MY {Source Address) value

4 bytes for SH (Serial Number High) valus

2 Liylsz v 3L (Scial Muimbe Lew) valus

1 byte for DB (Received Signal Strength) value

NULL-terminated string for NI (Meds Identifier) value (max 20 bytes w/out NULL terminator)
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NI (Node Identifier) Command

.{Net'.\'m'kmg {Identlﬁcatmn':!-} The.NI c?m.r'iand AT Command: ATNI
is used ko set and read & string for identifying a . _ .
particular node. arameter Range: 20-character ASCI string
Related Commands: ND (Node Discover), DN
(Destination Mode)

Rules:

* Register only accepts printable ASCII data. Minimum Firmware Version Required: v1.x80

= A string can not start with a space.
« A camage return ends command
« Cormmand will automatically end when maximum bytes for the string have besn entersd.

IMIs string 1S returned as part of the MU (Mode Liscover) command. 1nis identimfier 1s aiso used
with the DN {Destination Mede) command.

NT {Node Discover Timea) Command

<Natworling {Identification]) = The NT command

is used to set the amount of time a base nodz will
: . . : Parameter Range: 0x01 - 0xFC

walt for responses from other nodes when uzing [x 100 msec]

the MO (Mode Discover) command. The NT valus - _

is transmitted with the ND command. Default: 0x19 (2.5 decimal seconds)

Relared Commands: MDD (Node Discovern

AT Command: ATNT

Femote nodes will et up a random hald-off time
based on this time. The remotes will adiust this Minimum Firmware Version Required: 1.xAC
time down by 250 ms to give each node the abil-
ity to respond before the base ends the command. Cnce the ND command has ended, any
response received on the base would be discarded,

PO (PWMO Configuration) Command

<IfO S_E_lttinu {I/0 Line Paszing+=> The PO com- Sy

mand is used to select/read the function for The second character in the command is the
FWMO (Pulse Width Modulation output Q). Thizs number zero {“07, NOt the Ieter "
cormmand enables the option of translating
incoming data to a PWM so that the cutput can be

Parameter Range 0 - 2

translated back into analog form. e el LU O
. : 0 Disabled

With the IA (I/O Input Address) parameter cor-

rectly set, ADO values can zutomatically be 1 R531

passed to PWMO. 2 PAWMO Output

Default Parameter Value: 1

P1 (PWHM1 Configuration) Command

<1/ Setting 41/0 Line Passinat= The P1 com-

. . AT Corrmdnid. AT
mand is used to select/read the function for

PWM1 (Pulse Width Modulation output 1), This Parameter Range: 0 -2

command enables the option of translating Parameter Configuration
incoming data to a PWM so that the output can be 0 Disabled
translated back into analog form. 1 Bsa1
With the IA (1/O Input Address) parameter cor- 2 WM Output

rectly set, AD1 values can zutomatically be

d to PWML Default Parameter Value: 0
passed to R

Minimurn Firmeare Version Required: 1 x40
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FL {FPuwo Lewvsl) Cunmmrand

<RF Interfacing> The FL command is usad to

select and read the power level at which the RF AT Command: ATPL

madule transmits conducted power, e SIS

WHEN OFERATING IN EUROPE: Parameter KBee *Eee PRO
¥Bee-PRO RF Modules must be configured to 0 -10 dém 10 dBm
operate at 3 maxmum transmit powsr output 1 -6 dBm 12 dBm
lewel of 10 d0m. The PL parametsr must squal "0" 2 -& dBm 14 dBm
(10 dBm). 3 -2 dBém 15 dBm
Additiznally, Eurcoean regulations stipulate an 4 0 dBm 18 dBm

CIRF wuwwe tnaaimnn vl 12,83 JDin (1% o) T

the ¥Bee-PRO and 12.11 dBm for the XEBee when
integrating high-gain antennas,

Default Parameter Value: 4

WHEN OPERATIMNG IN JAPAN:

WBee-PRO RF Modules optimized for use in Japan contain firmware that limits tranzmit power out-
put to 10 dBm. If PL=4 (default), the maximum powsr output level = 10 dBm. For 2 list of module
part numbeare approwved for uce in Japan, contact MaxStream [call 1-801-F85-082E or cand s-mail

to sales@maxstream.net].

PR (Pull-up Resistor Enable) Command

<Zerial Interfacing= The PR command iz used to

L e . o AT Command: ATPR
set and read the bit field that iz used to configurs -

internal tha moill-up resictor skatie fre TN linee Parameter Range: 0 - OxFF
"1" specifies the pull-up resistor is enablad. "0" Default Parameter Value: OxFF
specifies no pull up. (all pull-up resistors are enabled)
bit O - ADE/DIOS (pin 11) Minimum Firmware Version Required: v1.x80

bit 1 - AD3/DIO3 (pin 17)
bit 2 - AD2/DIOZ (pin 18)
bit 3 - AD1/DIDL (pin 1)
bit4 ADI/DIDOD I:pin EG:I

bit 5 - AD&/DIOE (pin 16)

bit 6 - DI& (pin 9)

bit 7 - DIN/CONFIS (pin 3)
For example: Sending the command "ATPR 6F" will turn bits 0, 1, 2,3, Sand 6 ON; and bits 4 & 7
will be turned OFF. (The binary equivalent of "0x6F" is "01101111" Mote that "bit ©° is the last digit
in the bitfield.

PT (PWM Output Timeout) Command

=I/0 Settings {I/0 Line Passing}= The PT com-
rmand is used to set/read the cutput timeout :
value for hoth PWM cutputs. Parameter Range: O - OxFF [x 100 msec]

AT Command: ATPFT

When PWM iz zet to a non-zero value: Due to IO D?fw”: Par-?.meter ‘ualue. i :
line passing, a time is started which when expired ~ Minimum Firmware Version Required: 1.xA0
will set tha PWM output to zero, The timer is reset

when a valid [/O packet iz received.

RE (Restore Defaults) Comimand

<(Special)> The RE command is used to restore
gl configurable parameters to their factory
default settings. The RE command doss not write
restored values to non-volatile (persistent) memory, Issue the WR (Write) command subsequent
to issuing the RE command to save restored parameter values to non-volatile memory,

AT Command: ATRE
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RN (Random Delay Slots) Command

<MNetworking & Security> The RN command is
. AT Command: ATREN

used to set and read the minimum value of the :

back-off exponent in the CSMA-CA algorithm. The it e (o et

CEMA-CA algorithm was engineerad for collicion Nefault Paramerer Valises 0

gvoidance (random delays are inserted to prevent
data loss caused by data collsions).

If RN = 0, collision avoidzance is disabled during the first itemation of the algorithm (802.15.4 -
macMinBE).

CEMA-CA stands for "Carrier Sense Multiple Access - Collision Avoidance”, Unlike CSMA-CD (reacts
to network transmissions after collisions have been detected), CSMA-CA acts to prevent data colli-

sians before they ocour As scon as @ module receives a padeet that is to be transmitted, it checks
if the channel is clear (no other module is transmitting). If the channel is dear, the packet is zent
owver-the-air. If the channel is not clear, the module waits for a randemly selected pened of tme,

then checks again to see if the channel is clear, After 2 time, the process ends and the datz is lost,

RO (Packetization Timeout) Command

<Serial Interfacing> RO command 15 used to set
and read the number of character imes of inter-
character delay required hefore transmission,

AT Command: ATRO

Parameter Range: 0 - OxFF
[ character times]

RF transmission commences when data is
detected in the DI (data in from host) buffer and

RO character times of zsilence are detected on the
LIART receive ines (after receiving at least 1 byte).

Nafanlt Parameatar Yalis- 3

RF transmission will 3so commence after 100 Bytes (maximum packet size) are receivad in the DI
bufer

Set the RO parameter to '0" to transmit characters as they arrive instead of buffering them into
ona RF packet.

RP (RSSI PWM Timer] Command

=1/ Settings {I/0 Line Passing}= The RP com-
rmand is used to enable PWM (Pulse Width Modu-
lation) output on the RF module, The output is
calibrated to show the level a received RF signal =
ahove the senzitivity level of the module. The Default Parameter Yalue: 0x28 (40 decimal)
PWM pulses vary from 24 to 100%. Zero percent

means PWM output is imactive. One to 24% percent means the received RF signal is at or below
the publizhed senzitivity level of the module. The following table shows levels above sensitivity
and PWM valuss.

1ne woral perled of The PWM SUTpUL IS o4 IS, BEcauss Thers are 445 stEps N the PaM Sutpur, tThe
minimum step size is 144 ns,

AT Command: ATRP

Parameter Range:0 - OxFF
[# 1003 macc]

PV Percentages
e PWM percentage
R ihigh period / total period)
10 4%
0 0%
30 5%

A non-zero value defines the time that the PWM cutput will be active with the RSSI value of the
|ast received RF packst. After the set time when no RF packsts are received, the PWM output will
be set low {0 porcent PWHM) until another RF packet is received, The PWM cutput will also be sct
low at power-up until the first RF packet is receved. A parameter value of 0xFF permanently
enables the PWM output and it will always reflect the value of the last receved RF padet.
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RR (XBee Retries) Command

<Networking {Addressing} > The RR command is
used setfread the maximum number of retnes
the module will execute in additon to the 3
retries provided by the 802.15.4 MAC, For each
KHes retry, the 802,154 MAL can execute up w3
retrizs,

AT Command: ATRR

Parameter Range: 0 -6
Default O
“Minimum Firmware Version Required: 1.xAD

This values does not need to be set on all medules for retries to work, If retries are enabled, the
transmitting module will set a bit in the Maxstream RF Packet header which requests the recenving
mnrila tn 2and an 80K (arkbnnwladgemeant])  TF the franemitbing mndole dnee nat recriue an ACK
within 200 msec, it will re-send the packet within a random period up to 48 msec. Each XBee retry
can potentially rasult in the MAC sending the packet 4 times (1 Uy plus 3 retries]. Note that retries
are not attempted for packets that are purged when transmitting with & Cyelic Sleep Coordinator,

SC (Scan Channels) Command

=MNetworking Laz=nciation} > The SC command s

used to set and read the list of channels to scan Al LOMMang. Al

for all Active and Energy Scans as a bit field.

This affects scans infiated in command mods [AS
[Actve Scan) and ED (Energy Scan] commands)
and during End Device Association and Coordina-
tor startup.

bit 0 - Ox0B  bit 4 - OxOF bit 8§ - x13
bit 1 - Ox0C  hit 5 - Ox10 bit @ - Ox14
bit 2 - Ox0D  bit & - Ox11 bit 10 - Ox15
biL 3 - OxoE biL 7 - oxl1z biL 11 - Oxlo

SD (Scan Duration) Command

Parameter Range: 0 - OxFFFF [Bitfield]
(bits 0, 14, 15 are not allowed when using the
¥Bea—-PRO)

Default Parameter Value: Ox1FFE {all XBeg—
PRO channels)

Balatad Commande: ED (Enargy Scan), S0
(Scan Duration)

Minimum Firmware Version Required: v1.x80

bit 12 - Ox17
bit 13 - Ox18
bit 14 - Onig
bil L3 - OxlA

<MNetworking {&ssocation}> The S0 command 15
used to set and read the exponent value that
determines the durstion {in time) of a scan.

End Device {Duration of Active Scan during
Aszociation) - Tna Beacon system, set S0 = BE of
the Coordinator. SD must be set at least to the
highest BE parameter of any Beaconing Coordina-
tor with which an End Device or Coordinator wish
ko discover.

AT Command: ATSD

Parameter Range: 0 - 0x0F

Default Parameter YValue: 4

Related Commands: ED (Energy 5can), 5C
{Scan Channel)

Minimum Firrmware Version Required: v1.x80

cuwrrdfingor - IF Lhie "ReqssignPANID oplion is s=Lon Lhe Cusrdinglor [refen o A2 pardimels ], Ui
5D parameter determines the length of time the Coordinator will scan channels to locate existing
PANz. If the *ReassignChannel’ option iz set, SD determines how long the Coordinator will perfom
an Energy Scan to determine which channel it will operate an.

Scan Time is measwred as ([# of Channels to Scan) * (2~ 5D) * 15.38ms). The number of chan-

nels to scan is set by the 5C command. The ¥Bee RF Module can scan up to 16 channels (SC =
0uFFFF}), The ¥Boo PRC NMF Module san soan up ko 12 channals (2 — OxlFFE).

Examples: Values below show results for a 1-channel scan

If S0 = 0, bime = 0,18 gec D=8 time=47 .19 8e

£0 -2, timo - 0.74 woo E0 - 10, ime — 3.1& min

D=4 time =255 =c
SD =8, fime =11 80 zec

&0 =11, time = 1238 min
B0 =14, time = 3033 rin
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tH {Serial Mumber High) Command

=<Diagnostics= The SH command is used o read
the high 3Z bits of the RF module's unigue IEEE
64-bit address.

Ine module serlal number I Set at the ractory
and 1z rezd-only.

SL (Serial Number Low) Command

AT Command: AT5H
Parameter Range: 0 - OxXFFFFFFFF [read-only]

Relaterd Commands- S5 (Serial Mumber | oan,
MY (Source Address)

<[CHagnostics= The SL command is used to read
the low 32 bits of the RF module's unigue IEEE
geb-beil o e,

The module serial numbear ic set at the factory
and 1z rezd-only.

&M (Sleep Mode) Command

AT Command: ATSL
Paramatar Ranga- M - NvFEEFEERFE [razrd —mmiy)

Related Commands: 5H (Serial Number High),
MY (Source Address)

=Zleep Mode (Low Power)= The SM command is
used to s=t and read Slesp Mods sethings. By

default, Sleep Modes are disabled (3M = 0} and
the RF module remains in Idle/Receive Mode.
Wlien in Uhis slale, e module s cunsLantly
ready to respand to either szrial or RF activity,
SM command opticns vary according to the net-
WOFKINgG System Type. oy defaulr, the module Is
configured to operatz in a NoenBeacon system,

* The Slezp Coordinator option {SM=6) only
exists for backwards compatibilicy with firmware
version 1.x0& only. In all other cases, uze the CE
command to enable a Coordinator.

SP (Cyclic Sleep Period) Command

AT Frammand- ATA
Parameter Range; 0 -6
Parameter Coenfiguration
0 Disablcd

Pin Hibemate
Pin Doze
i n::.:rv:u;

£a| Pa

e

Cyclic Sleep Remote

Cyclic 5leep Remote
[with Pin Wake-up)

(]

& Sleep Coordinator®
Default Parameter Value: [

HEIATED LOMMaANDs: 5 [LyCIIC 3182 F2roa),
5T (Time before Sleep)

<5Sleep Mode (Low Power)= The SP command =
uzed to set and read the duration of time in which
2 remote RF module sleeps. After the cyclic sleep
period Is over, the module wakes and checks ror
data. If data is not present, the module goss back
to slesp. The maximum sleep period 15 268 sec-
onds {SP = 0=68B0).

The 5P parameter is only valid if the modulz is
configured to operats in Cydic Sleep (SM = 4-8).
Coordinator and Cnd Dovics O voluca should
glways be egual.

To send Direck Messages, st SF = 0.

NonBeacon Firmware

AT Command: ATSP

Paramzter
Ranps
Defaul
Farameaier
WValue

Related Commands: 5M (Sleep Mode), 5T
{Time before Sleep), DP (Disassociation Cyclic
Slesp Period, EE (Beacon Trdern)

MonBeacon Firmware
1 - OwRERD [x 10 millispenns]

MonBeacon Firmware: O

End Device - SP determines the slesp period for cyclic sleaping remotes. Maximum sleep pariod ia

268 s=conds (Ox58B0).

Coordinator - If non-zero, SP determines the time to hold an indirect message before discarding it.
A Coordinator will discard indirect messages after a period of [2.5 * SP).
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ST (Time before Sleep) Command

~Elaap Moda (Low Powsr)~ Tha ST cemmand ie
used to set and read the period of inactivicy (no
seral or RF data is sent or received) before acti-
vating Sleep Mode,

AT Command: ATST

Parameter | MonBeacon Firmware

Range: 1 - OxFFFF [x 1 millisecond]

Defau't )
MNonBeacon Firmware Parameter g%nuiezcnn Flr}lln.',are Ox1388
. K .- C e . ecimal
Set/Read time perod of inactivity (no senal or RF - Value
Aata iz 2ent A rersived) hafre artivating Slean Relatcd Commands: SM (Slecp Made), 5T

Mode, ST parametzr iz only valid with Cyclic Sleep  (Time before Sleap)
settings (5M = 4 - 5).

Coordinator and End Dewvice 5T walues must ba egual.

T0 - T7 ({D0-D7) Output Timeout) Command

=< IND Sellings {LN2 Lirke Pdassing}+ The Ta, T1,
T2, T3, T4, TS, T6 and T7 commands are used to
setfread output timeout values for the lines that
comrespond with the DO - D7 parametars. When Default Parameter Value 0xFF

output is szt (due to IO line passing) to a non- Minimum Firmware Version Required: v1.xA0
default level, a tmer is started which when

expired, will set the output to its default level, The timer is reset when a valid 1/0Q packetis
received. The Tn parameter defines the permizsible amount of time te stzy in a non-default
(active) state. If Tn = 0, Cutput Timeout i dizabled (output levels are held indefinitaly}.

AT Commands: ATTO - ATTF
Paramerer Range.d - OxFF [x 100 msec]

VL (Firmware Version - Verbose)

= [Diagnostics> The VL command is us=d to read
detailed version information about the RF module.
The -nfﬂrmatiﬂn imlu&s: Pl Al e Hdl'lgt‘.l:' - OXFF

- [ 100 milliseconds)

application build date; MAC, PHY and bootloader
versions: and build dates. Default Parameter Value: 0x258 (40 decimal)

AT Command: ATVL

Minimum Firmware Version Required:. v1.x80

VR (Firmware Version) Command

<Diagnostcs= The VR command iz used to read

o L . AT Command: ATVE
which firmware version is stored in the module,

; . R Parameter Range: 0 - OxFFFF [read only]
¥Bee version numbers will have four significant

digits. The reported number will show three or four numbers and is stated in hexadecmal nota-
Lion, A version can be reported as "ABC" or TABCD”. Digits ABC are the main release number and
D is the revision number from the main release. "D" is not required and if it is not present, a zero
is assumed for D. "B" = & variant designator. The following vanants exist:

* "0" = Non-Beacon Enabled 802.15.4 Code

» "1" = Beacoen Enabled 802.15.4 Code

WR (Write) Command

<{Spcoial)s The WR command iz uacd to wints Al Command: &1WH
configurable parameters to the RF module's non-

volatile memory, Farameter values remain in the
mirdiile’s memarny nbl Aavenentten by 2ubeemgient nee af the WR Cammand

If changes are made without writing them to non-valatile memory, the module reverts back to pre-
viously saved parameters the next time the module is powered-on.

MOTE: Once the WE command is sent to the module, no additional characters should be sent until
after the “OK /" response is received.
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