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Power connector
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x| HE[Xo M =elg of 2H 2t 2ol =207t MR & AHE & o UFLCH
. ¥ EE (COM Z LPT)

E4 ZE(COMI)

ECP Z2IE ZE(LPTI)

7
S PCI Serial Part (COM2)
o
1

9)

PCl Serial Part (CDM&)

it

1.1 PC Setting

s

A4 PColl =
PC Settings l Range Tast] Telm\na\] Madem Configuration

COM Port Cam Port Setup

Select Cam Part

& ZECOMI] Baud 115200
PCI Serial Port [COM2)

POl Seral o COWA) FlowCortrol [NONE |
Data Bits g
Parity ’W‘
Stop Bits

Test / Query v

Test/Query
HE

ual Seri [COM3]

Host Setup | User Com Ports | Ethernet Com F‘nrts}

AP
[ Enable 4P|

-

AT command Setup
ASCIL Hex

Command Character [CC) 2%

Guard Time Before [BT) 1000
1000

Guard Time After [4T)

Modem Flash Update
™ NWobaud change

1.2 Range Test

ZigMulti Zte| SMAE]E X 3 8= Range TEST
[o

PC Settings  Fange Test 1 Terminal 1 Modem Cunliguratmn] PC Settings  Range Test I Teminal I M odem Configuration
Percent Percent
Stop 91.8 933
R R
a a
n n
Clear Stats g Clear Stats a
e —— B
Advanced »>> T Advanced >>> T
e e
e s | Good = s | Good
I~ t 56 & t 56
Bad Bad
5 r 4
0lzz4Ee722 =>?@ABCDEFCHIJELMNO j 01234567858 [ <=>1AABCDEFCHIJELMNO j
0lz34E6723 F@ABCDEFCHITELMIO 0123456785 BABCDEFGHIJHELMNO
0lzz4Ee722 FEAECDEFCHIJELMNO 0123456783 @ABCDEFCHIJELMNO
0123456789 2@ABCDEFGHITELMNO 0122456722 BABCDEFCHIJELMNO
0lzz4Ee722 FEAECDEFCHIJELMNO 0123456783 @ABCDEFCHIJELMNO
0123456789 2 @ABCDEFGHITELMNO 0123456783 BABCDEFGHIJKLIND
0lzz4Ee722 @ABCDEFCHIJELMNO 0123456783 @ABCDEFCHIJELMNO
0123456789 2 @ABCDEFGHITELMNO 0123456783 BABCDEFGHIJKLIND
0lz34E6723 F@ABCDEFCHITELMIO 0123456789 RABCDEFGHTIHLMNO
0123456789 2 @ABCDEFGHITELMNO 0123456783 BABCDEFGHIJKLIND
0lz34E6723 F@ABCDEFCHITELMIO 0123456785 BABCDEFGHIJHELMNO
01234567823 ?EABCDEFCHIJELMNO 0123456789 BABCDEFCHIJELMNO
0lz34E6723 F@ABCDEFCHITELMIO 0123456785 BABCDEFGHIJHELMNO
0lzz4Le722 ?EABCDEFCHIJELMNO 0123456783 @ABCDEFCHIJELMNO
0lz34E6723 =>3@ABCDEFCHIJELMIO 0123456789 ; <=+ 7@ABCDEFGHIJELMNO
E| =
Transmit || Receive Transmit || Receive
COM1 115200 8-N-1 FLOW:NONE COM3 115200 8-M-1 FLOW:NONE

10 -
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1.3 Terminal

Terminal 22 Al2|d S4A| o ZAF £& 7|5 S0 FAUUAEX € = U

oln

rr
ot

1T X-CTU [COM3]

Port Open/Close H &

|

PC Setti R Test Teminal | Modern Configurati
= estmtgs] ange'qesl ] odem Configura |on] 4'
ine Status 35el —
Clo; mble| Clear | Show =
CT35 DSR| | |[DTR v |[RTS ¥ [Break! | ComPort| Packet | Scieen| Mex | ?;]l a ;é]' X] ‘?‘7] tH 'E‘
fohdtgdstadfoasdfasdf=dfasdf i‘

Hexa/Ascii & o

i

COMZ 115200 8-H-1 FLOW:NONE R 13 bytes

1.4 Modem Configuration

M X-CTU [COMI]

P Settings ] Flange Test ] Teminal Madem Configuration

w’——.
todem Para Lol Farameter Yiew Profile: Versions
ek Eect
Read . 1 Q- ! Clear Screen Save Darmlesd mem

— |
[ Always update fimware how Defaults Load _\I =] 76] A= %}: 21 ;(o]—
R
Modern #EEE-PRO  Function Set *Yerzion
|<BF24 ~| |#EEE PRO 802.15.4 ~| |1om ~|
=13 Nebwaorking & 5ecurity ~

B [CICH - Channel
B (3332)1D - PAN 1D
B (1) DH - Destination Addrezs High
(0] DL - Destination Address Low
[0 WY - 1E-bit Source Addresz
[134200]) 5H - Senal Number High
[40081603] 5L - Serial Mumber Low
(0] Rk - Randam Delay Slatz
[0 MM - KA Made
[0 CE - Coordinator Enable
[1FFE] SC - Scan Channels 7|23 e 2 WA
[4] 5D - Scan Duration

B (041 - End Device Association

B (042 - Coordinator Aszociation

B (004l - Association Status
=1-3 AF Interfacing

B (4] PL - Power Level

B [2C) Ca - CCA Threshald
-9 Sleep Modes (MonB eacon] W

Read parameterz.. 0K

COM1 115200 8-N-1 FLOW:MOME *BP24 Yer:1083

_11_
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0F0
T
3

2. Y AT EQ0fe A}

1. ZigMultietel (dZ 2 st & ¢d&S=E COMEZEZ X[HE 5l Baud Rate A& £ Test/Query H{

£2 23 sch
.| |x]

= =21

PC Settings ] Range Test | Teminal | Modsm Corfiguration |

Com Port Setup
Select Com Port

E M ZECOMI] Baud 9600 -
PCI Serial Port [COM2)

PCI Serial Port [COM4) Flow Contral |MOME -

Data Bits 8 :"
Parity MOME :l'
Stop Bits 1 -

Test / Query |

Host Setup | User Com Ports | Ethemnet Com Ports

AP
[ Enable &FI
-
AT command Setup

ASCI Hex
Command Character [CC] * 28
Guard Time Before (BT] 1000

1000

Guard Time After [4T)

Moder Flash Update
[ Mo baud change

2. COM test & Modem Type, Firmware Versiong &l ghcCl.
Test/Query= gHHO| ot == Yo AKX A

Com test / Query Modem

Communication with modem..OF,
taderm hpe = XBP24
kadern firmware version = 1033

H
=<I>|__l
I
>

N
Y
0
i
Il
n

Retmy k.
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3. Modem Configuration &2 =&
MY & £+ Ads Fo| LiFYL}

Read HES

1= X-CTU [COMI]

PC Settings] Range Test] Terminal - Madem Configuration l

Modemn Parameters and Firmweare | — Parameter Yigw - — Profile Wersions
Fead | Wirite | Restare | Clear Screen Save DiemEes] fas
[ ddways update firwsare Show Defaults Load VERIET..

Modem: “EEE-PRO Function Set

Werzion

|BP24 _~| |#BEE PRO 802154

=123 Metwarking % S ecurity
B (C)CH - Channel
B (333210 -PaN 1D
B (0)DH - Destination &ddress High
B (01 DL - Destination Address Low
B (0] b4 - 16-bit Source Address
B (132200) 5H - Serial Number High
B (40080B71) 5L - Serial Mumber Low
B (0] RM - Bandom Delay Slats
B (00K - MAL Mode
B (0] CE - Coardinatar Enable
B (1FFE]5C - Scan Channels
B (450 - Scan Duration
B (0141 - End Device &ssociation
B (1) 42 - Coordinator Association
B (00 &l - Association Status
-1-=4 RF Interfacing
B (4)PL - Power Level
B [2C) C4 - CCA Thieshald
-3 Sleep Modes (MonBeacon]

Read parameters. 0K

~| Jiomz =]
-~

COM1 9600 8-N-1 FLOW:NONE *BF24 Yer1083

1) EAIEE (Baud rate AA)

Serial Interfacing =2l BD #&2& 2%
LIEHEL CF 26H= Baud rateE MEH SHA|H

2 X-CTU [COM1]

PC Settings ] Ranas Test ] Terminal  Modem Configuration l

-3 RF Interfacing
B (4] PL - Power Level
B (2C) Ca - CCA Threshald
=143 Sleep Modes [NonBeacon)
B (0)5M - Sleep Mode
B (1322) 57T - Time before Sleep
B (0] 5P - Cyclic Sleep Period
B [3E8) DP - Disassociated Cyclic Sleep Period
—1-4=3 Serial Interfacing
B (3)BD - Interface Data Fate |8
B (21RO - Packetization Timeo
B (1107 - DIO7 Configuration |1 - 2400
B 0 DE - DIOE configuration |2~ 4800
B (1105 - DI0S configuration
B (1)P0- PwMO Configurstion|s - 3020
B (0] AP - &P Enable E - 57E00
B (FFIPR - Pull-up Resistar End 7 - 115200
--=3 Diagnostics
B (1083 %R - Firmware Version

host. Reguest non-standard baud rates with values abowve 0x80
Read BD register to find actual baud rate achieved.

Madem Parameters and Firmware Parameter Yiew Profile: Wersions
Fead | Write | Restare | Clear Screen Save Download new
[ Always update firmware Show Defaults Load YRR
Modemn: *BEE-PRO  Function Set ‘Werzion
| P24 ~| |#BEE PRO 802.15.4 x| s =
B (00) 4l - Association Status ~

Set/read the serial interface baud rate for communication between modem serial port and

using a terminal windaow.

hd

COm1 9600 8-N-1 FLOW:NOME *BP24 Ver1083

ctsof
20| Baud rateE

Mys

_13_
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2) ZigMultizte| S48 I8t 7[2X2 M 2
¢ 1IN2E 32 '3._" HIOIE1% A0 ME ol F= w4
M (CH)zt P A5t M i EHCh MEel Hel= 0xC~0x17 Z7HX[0|AL D2
?l= 0~ OxF F 7bx] uct A4t PAN ID7F S8t ZigMulti 7[2l& MEMEZ 22 Ho|
HE 1 &2 —’F AUGHCEH I ES0] 5712 ZigMultizt &2 A2zt PAN IDY i 1840] Hfo]
HE M& stH 2,3,4,580 ZF Al L

2 X-CTU [COMI]

PC Settings | Range Test | Teminal Modem Configurstion | PC Settings | Range Test| Teminal Modem Configuration
Modem Parameters and Firmware | — Parameter VYiew— — Profile ‘Wersions odem Parameters and Firmware | — Parameter View - — Profile ‘ersions
Read | white: | Restare | Clear Screen Save Diaslaes] mam Fead | it ‘ Restore | Clear Screen Save Dianillosd mem

[ Always update firmware Shaw Defaults Load HEISIONS. . [~ Always update firrware Shaw Defaults Load ErRIAnS. -
Modem: ¥BEE-PRO  Function Set Wersion odem: XBEE-PRO  Function Set “ersion
[xBP24 | |+BEE PRO 802.15.4 ~| sz -] f[xer24 | |%BEE PROB02.15.4 x| e -]
=123 Metworking & Security A =43 Networking & Security

B (C)CH - Channel B B (CJCH - Channe!

B (3332 1D - FaM 1D B (3332)1D - PaN 1D [EREE

B (0] DH - Destination Address High B (0] DH - Destination Address High

B (0] DL - Destination Address Low B (0) DL - Destination Address Low

B (0] v - 16-bit Source Addiess B (0) MY - 16-bit Source Addiess

B (134200) 5H - Serial Nurber High B (134200) 5H - Serial Number High

B [40020871) 5L - Serial Mumber Low B [40020B71) 5L - Serial Mumber Low

B (0] RM - Random Delay Slats B (1) RM - Random Delay Slats

B (0] Wb - WAL Mode B (0] MM - MAC Mode

B (0] CE - Coordinator Enable B ) CE - Coordinator Enable

B (FFE] SC - Scan Channels B [1FFE] 5C - Scan Charinels

B (4] 50 - Scan Duration B (4]50 - Scan Duration

B (0] 41 - End Device Association B (1) 41 - End Device Association

B (0] 42 - Coordinator Association B (0)42 - Coordinator Association

B (00) &) - Association Status B (00) &1 - Association Status
=23 RF Interfacing -3 RF Interfacing

B (4] PL - Power Level B (4)PL - Pawer Level

B [2C)CA - CCA Threshold B (20) C& - COA Threshald
=123 Sleep Modes [NonBleacon) v — 424 Sleep Modss [MorBeacon) s
Set/read the channel number (Uses 802.15.4 channel numbers). Set the PAM [Personal Area Network] |D. Use 0=FFFF to send message to all PAN's.
RANGE:0xC-0x17 RANGE:0-0:FFFF
COM1 9600 8-M-1 FLOW:NOME XEBF24 Yer1083 COM1 9600 8-M-1 FLOW:NOME =BP24 Wer1083

& 1:NC 2 SAl5tH 5t= zZigMultioll HlO[E{E M& sl F= Al

A2 (CH)ZH PAN ID(D)& SsHH £ 8 1 Master?t == ZigMulti= DLAE FFFF 2
MH St MYZEES 0 22 =5UCh MYZ2 2 ZigMultiE & sl = D22 EA|H Euch,
MasterZ} obdl LIHX| ZigMulti= MYZtS 22 50 s FA|H E.:."—IEP. o &€ =0{ Mastere]
02 HMelst 1825 TXE2Z s FAIH E ot

- X

PC Settings | Range Test| Teminal Modem Corfiguration l PC Sett\ngs] FRange Test 1 Terminal Modem Configuration
Modem Parameters and Fimware - - Parameter Yiew - -~ Profile Wersions Modem Parameters and Firmware - - Parameter View |~ Profils ‘ersions
Eag | \Wiite I Flestore I Clear Screen Save Do e e Read | Wiite I Restare | Clear Soreen Save it rees
[~ Always update firmware Show Defaults Load ek [~ Aways update firmuare Show Defaults Load e
Modem: XBEE-PRO  Funiction Set Yersion Moder: XBEEPRO Function Set Yersion
[<BPzs | |=BEE PRO 802154 =] [10e3 =] |} [xeP24 -] |#BEE PRO 202154 =] [iom3 ]
= ‘_:] N.e;tworking A Secur‘ity A == Metworking & Securily ~
B (C)CH - Charinel B [CICH - Charnel
B (3332)1D - P&N 1D B (333210 - PaN D
B (0] DH - Destination &ddress High B [FFFF) DH - Destination Address High
B (0] 0L - Destination Addess Low [l B (FFFF) DL - Destination Address Law [FFFF
B (1) MY - 16bit Source Addiess B (01 MY - 16-bit Source Address
B (134200) SH - Serial Number High B (134200) SH - Serial Number High
B (40080B71) 5L - Sedial Mumber Law & [40020BE8) 5L - Serial Mumber Low
B (0] RN - Random Delay Slots B ([0 RM - Random Delay Slots
[ (0] MM - MAC Mode I [ (0] MM - MAC Made
B (0] CE - Coordinator Enable B (0] CE - Coordinator Enable
B [1FFE] 5C - Scan Channels B (1FFE] 5C - Scan Channelz
B (4)50 - Scan Duration B (4150 - Scan Duration
B (041 - End Device Association B (0141 - End Device Association
B (0] 42 - Coordinator Association B (042 - Coordinator Association
B (00] 41 - Association Status B (00) Al - Association Status
=143 AF Interfacing =43 FF Interfacing
B (4] PL - Power Level B (41PL - Power Level
B (2C)Ca - CCa Thieshald B (2C) CA - CCA Threshald
S| Sleep Modes [NonB eacon] v -3 Sleep Modes [MonBeacon] v
Setiead the lawer 32 bits of the 64 bit destination address, Set ihe DH register to zero and Set/read the lower 32 bils of the 64 bil destination address. Set the DH register to 2ero and
DL less than OxFFFF to transmit using a 16 bit address. 0x000000000000FFFF is the DL less than 0=FFFF to transmit using a 16 bit address. 0x000000000000FFFF is the
broadcast address for the PAN. broadcast address for the PAM,
[RANGE:0-0-FFFFFFFF RANGE:0-0sFFFFFFFF
COM1 9600 8N-1 FLOWNONE XBP24 Ver1083 COME | 36008-N-1 FLOW:NOME XBF24 Ver1083

14
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PC Settings i Range Test i Temminal  Modem Corfiguration

7 X-CTU [COM1] A=A

-CTU [COME]

FC Settings ! Fange Test | Teminal Modem Configuration I

and Firmware — — Parameter Yiew |~ Profile—— — Versions -

fo B [CICH - Charnel
- B (3332)ID - PAN ID
- @ (0] DH - Destination Address High
1 B (0) DL - Destination Address Low
o B (MY - 16bi Sowce Address [T
- B (134200] 5H - Serial Mumnber High
- B 40020B71) 5L - Serial Mumber Low
- B (01 RM - Random Delay Slats
o B (0 MM - MAC Mode
- B (0] CE - Coordinatar Enable
- B (FFE)SC - Sean Charnels
e B (4)50 - Scan Duration
- B (0141 - End Device Association
1 B (0) 42 - Coordinator &zsociation
- B (0012 - Associstion Status
423 RF Interfacing
o B 4] PL - Power Level
- B (201 CA - CCA Thieshold
429 Sleep Modes [MonBeacon) o

- Modem Parameters and Firmware - - Parameter View |~ Profile—— —Version, [ Maodem P, t
Read l \write Fiestore ll Clear Screen Save | Tothiad e | Read | Wit | Restare | Clear Screen Save Dawriload new
I~ Always update firmware | Show Defaults Load | e |l" Always update firmware Shaow Defaults Load A0
 Modem: XBEE-PRO_ Function Set__ Yersion Modsm: XBEE-PRO  Function Set Version
[xEP24 | [<BEE PRO 802154 =] [imea <] || [xer2e ~| |xBEE PRO B02.15.4 =] [ =]
=14 Networking & Securiy ~ a Metworking & Security ~

B (CICH - Channel
B (3332) 1D - PAN D
B [FFFF) DH - Destination Address High
B [FFFF) DL - Destination Address Law
B (0] MY - 16-bit Sowrce Address [
B (134200) 5H - Serial Number High
B [40080B62) 5L - Serial Mumber Low
B (0] AN - Randomn Delay Slots
B (0] MM - MAC Mode i
B (0] CE - Coordinator Enable
B (1FFE] 5L - Scan Channels
B (4] 50 - Scan Duration
B (047 - End Device Association
B (0] 42 - Coordinatar Assaciation

-~ B [00) &1 - Association Status
3 FF Interfacing

B (4] PL - Power Level

. B [2C) Ca - CCA Threshald

23 Sleep Modes [MonBeacan) o

Set/read the 16 bit source address for the madem. Set MY = 0<FFFF ta dizable reception of
packets with 15 bit addiesses. B4 bit source address i the serial number and iz alwaps
enabled.

RANGE:0-0xFFFF

ES;at.-"read the 16 bit zource address for the modem. Set MY = 0xFFFF to dizable reception of_
;packets with 16 bit addresses. 64 bit source address is the zerial number and iz always
lenabled.

RANGE:D-0sFFFF

COM1 | 9600 8N-1 FLOW:NOME XBP24 Ver1083 |

[COME [ 9600 8N-1 FLOW-NONE #EF24 Veri023 |

4. Command Descriptions

Al (End Device Association) Command

<Networking {Association}= The Al command is
used to set and read association options for an

End Dievice.

Use the table below to determine End Device

behavior in relation to the &1 parameter.

AT Command: ATAT

Parameter Range: O - Ox0F [bitfield]

Default Parameter Value: 0

Related Commands: ID (PAM 1D}, NI {(Mode
Identifier), CH {Channel), CE (Coordinator
Enable), A2 {Cocrdinator Association)

Minimum Firmware Yersion Required: v1.x80

Bit number

End Device Association Option

0 - ReassignPanlD

0 - ¥l only associate with Coordnator operatng on PAN |0 that matches Node: |dendifier

1 - May associate with Coondinator aperating on amy PAN ID

1 - ReastignChanms!

0 - il only associate with Coordnator operating on Channel that matches CH setting

1 - May agsociate with Coondinator operating on amy Channel

0 - Device will not atterngt Aszociation

2 - Bumdssociate

1 - Device attempts Associabon untl success
Mote: Thig kit is used only for Non-Beacon sysiems. End Devices in a Beaconing system must
aways asgociate 1o a Coordinator

{0 - Pin \¥ake will not poll the Coordmator for pending (indrect) Dala

3 - PolCooraOnPinitake

1 - Pin Waks will zend Poll Request to Coordmator to extract any pending data

4.7 [resereed]
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AZ (Coordinator Association) Command

=MNetworking {Association} = The A2 command is

used to set and read association options of the

Coordinator.

Use the table below to determine Coordinator

AT Command: ATAZ
Parameter Range: 0 - 7 [bitfield]

Default Parameter Value: 0

behavior in relation to the AZ parameter. Related Commands: ID (PAN 1D), NI (Mode

Identifier), CH {Channel), CE (Cocrdinator
Enable), Al (End Device Association), AS
Active Scan), ED (Energy Scan)

Minimum Firrmaare Version Required: v1.x80

Bit number End Device Association Option
) [FAN D).
0 - ReassignPaniD
corflict & found, the 1D parameter will change.
1 - ReazsignChanns channe! determined by the CH parameter.

- Bllowsssociate

0 - Coordinator will not perform Active Scan to locate available BAN D, It will cperate on 1D
1 - Coordinator will perform Active Scan fo determing an avadakle 1D {FAN ID). IFa BAN 1D
0 - Coordinator will not perform Enengy Scan to determne free channsl. It will cperate on the

1 - Coordinator will perform Energy Scan to find a fres channel, then operate on that channel.
() - Coordinator will not allow any devices 1o associate to i

37

[recered]

1 - Coordinator will allow devices 1o associate 1ot

The binary equivalent of the default value (Ox06) is (0000110

AP (API Enable) Command

. ‘Bit I is the last digit of the sequence.

<Serial Interfacing= The AP command is used to
enable the RF module to operate using a frame-
based AFI instead of using the default Transpar-
ent (UART) mode.

AT Command: ATAP
Parameter Range:0 - 2

Parameter Configuration
o Cisabled
(Transparent operation)
1 APl enabled
2 APl enabled

(with escaped characters)
Default Parameter Value:0

Minimum Firmware Version Required: v1.x80

Refer to the APl Operation section when APl cperation

i5 enabled (AP =1 or 2).
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AC (Apply Changes) Command

=<&T Command Mode Options= The AC command
is used to explicitly apply changes to moduls
parameter values, "Applying changes’ means that
the medule is re-initizlized based on changes
made to its parameter values. Once changes are applied, the module immediately operates
according to the new parameter values.

AT Command: ATAC
Minimum Firmware Versicn Required: v1.xA0

This behavior is in contrast to issuing the WR (Wnite) command. The WR command saves parame-
ter values to non-volatile memary, but the madule still operates according to previously saved val-
ues until the module is re-booted or the CN (Exit AT Command Mode) command is issued.

Refer to the *AT Command - Queus Parameter Walue" APl type for more information.

Al (Association Indication) Command

=<Networking {Association}= The Al command is
used to indicate occurrences of emrors duning the
|ast association reguest.

AT Command: ATAI
Parameter Range: 0 - 0x132 [read-only]

Related Commands: AS {Active Scan), 1D (PAN
1D}, CH {Channel), ED (Energy Scan), A1 (End
Device Association), A2 (Coordinator
Association), CE {Coordinator Enable)

Minimum Firmmware Version Required: v1.x80

Use the table below to determine meaning of the
returned values.

Returned Value [Hex) | Association Indication
WETN] successiul Comgletion - Coordinaior swccessfully etaried or End Device associafion complete
Jxl Active Scan Timecut
w02 Active Scan found no PANE
METIE] Active soan found BAN, but the Cooramator Allow Azsociabion Bt s mot set
Ul Active =can found HAN, but Coordingior and End Device are not configured o suppart beacons
Ox05 Active Soan found PAN, but Coordingior 1D (PAN 1D) value dces not match the ID of the End Device
=08 Ective Scan found BAN, but Coordinator CH [Thannel) value does nof match the CH of the End Devics
uxdy Ehergy scam Timeout
Ox08 Coordinator start request failed
Jx04 iZoordinator could not start dus o Invalid Farameter
UxA oosdinator Reabsnment IS IR progResE
Ox0B Agzociation Reguest not sent
uxlc Associaton meguest imed oul - no reply was recenved
OO0 Aszooiabon Reguest haa an Irvalid Farametsr
Ox0E Agsociaticn Reguest Channel Access Failure - Reguest was nof tranemitied - CCA failure
JxlF remote Coonainator dd not send an ACK afier Assodiation Fesuest was sent
00 Remote Coorainator dha not reply 1o the Association Reguest, but an ACK was receved
aiter sending the regquest
1 [reserved]
el oync-Logs - Lost eymchironization with a Beacoring Cocrdingior
dxla Dieaszociated - Mo longer aseociated to Loordnator
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AS (Active Scan) Command

< AT Comrmand Mode Options= The AS command

is used to send a Beacon Reguest to a Broadcast

Address (OxFFFF) and Broadcast PAN (OxFFFF) on Farameter Range: 0 - &

every channzl, The parameter determines the Related Command: 5D (5can Duration), DL
amount of time the BF module will listen for Bea-  (Destination Low Address), DH (Destination
cons on each channel. & 'PanDescriptor’ is created High Address), ID (PAN ID), CH (Channel)

and returnad for every Beacon received from the Minimum Firmware Version Reguired: v1.x80
scan. Each PanDescriptor contains the following

information:

AT Command: ATAS

CoordAddress (SH + 5L parameters)<CR:=
CoordPanlID (ID parameter)<CR=>
CoordAddrMode =CR>

0x02 = 16-bit Short Address

0x03 = 64-bit Long Address
Channel {CH parameter) <CR:=
SecuritylUse<CR=
ACLEntry=CR=>
SecurityFailure=CR=
SuperFrameSpec<CR=> (2 bytes):

bit 15 - Association Permitted (MSEB)

bit 14 - PAN Coordinator

bit 13 - Reserved

bit 12 - Battery Life Extension

bits 8-11 - Final CAP Slot

bits 4-7 - Superframe Order

bits 0-3 - Beacon Order
GksPermit<CR=
RSSI<CR= (- RSSI is returned as -dBm)
TimeStamp=CR= (3 bytes)
<CR> (A camiage retumn <=CR= is sent at the end of the AS command.

The Active Scan iz capable of returning up to 5 PanDescriptors in 2 scan. The actual scan time on
gach channel is measured as Time = [(2 ~ (SD Parameter)) * 15.36] ms. Total scan time is this
time multiplied by the number of channels to be scanned (16 for the XBee, 12 for the XBee-PRO).

MNOTE: Refer the scan table in the 5D description to determing scan times. If using APl Mode, no
<CR>"s are returnad in the response. Refer to the APl Mode Operation section.

CA (CCA Threshold) Command

<RF Interfacing= CA& command is used to set and

AT Command: ATCA
read CC& (Clear Channel Assessment) threshalds.

. e . Parameter Range: 0 - 0x50 [-dBm)]
Prior to transmitting a packet, 3 CCA is performed

to detect energy on the transmit channel. If the
detected energy is above the CCA Threshold, the
RF module will net transmit the packet.

Default Parameter Value: 0x2C
{-44 decimal dBm)

Minimum Firmware Version Required: v1_x80
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AV (ADC Voltage Reference) Command

<Serial Interfacing= The AV command is used to
setfread the ADC reference voltage switch, The
XBee-PRO has an ADC voltage reference switch
which allows the meodule to select between an on-
board voltage reference or to use the VREF pin on
the connector

This command only appliss to ¥Bes-PRO RF Mod-
ules and will retum error on an XBee RF Module.

BD (Interface Data Rate) Command

AT Command: ATAV
Parameter Range:0 - 1

Parameter Configuration

0 WREF Pin

1 Internal {on-board
reference - WCC)

Default Parameter Value:0
Minimum Firmware Version Required: v1.xAD

=<Zerial Interfacing= The BD command is used to
set and read the senal interface data rate used

between the RF module and host. This parameter
determines the rate at which senal data is sent to
the module from the host, Modified interface data

AT Command: ATED

Parameter Range:0 - 7 (standard rates)
Ox30-0x1C200 (non-stndard rates)

Parameter Configuration {bps)

rates do not take effect until the CM (Exit AT Com- ¥ 1200

rmarnd Mn:u:le:.l n:c:-lmrnand is issued and the system 1 2400

returns the "OK' responss. > 4800

When parameters 0-7 are sent to the module, the 3 2600

respective interface data rates are used (as

shown in the table on the right). 4 19200
. 5 38400

The BF data rate is not affected by the BD param- -

gter. If the interface data rate is s=t higher than & 37600

the RF data rate, a flow control configuration may 7 115200

need to be implemented.

Mon-standard Interface Data Rates:

Any value above 0x07 will be interpreted as an actuzl baud rate. When a value above 0x07 is sent,
the closest interface data rate represented by the number is stored in the BD register. For exam-
ple, a rate of 19200 bps can be st by sending the following command line "ATBD4B00", NOTE:
When using MaxStream’s X-CTU Software, non-standard interface data rates can only be set and
read using the X-CTU Terminal’ tab. Mon-standard rates are not accessible through the "Modem
Configuration” tab.,

Default Parameter Value: 3

When the BD command is sent with a non-standard interface data rate, the UART will adjust to
accommodate the requested interface rate. In most cases, the clock resclution will cause the
stored BD parameter to vary from the parameter that was sent (refer to the table below). Reading
the BD command (send "ATBD" command without an associated parameter value) will return the
value actually stored in the module’s BD register.

Parameters Sent Versus Parameters Stored

BD Parameter Sent (HEX) Interface Data Rate (bps) BD Parameter Stored [HEX)
0 1200 0
4 18,200 4
7 15,200 7
2C oo 128
1C200 115,200 16207
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CC (Command Sequence Character) Command

<&T Command Maode Options= The CC command
is used to set and read the ASCII character used
between guard times of the AT Command Mode
Seguence [GT + CC + GT). This sequence enters Default Parameter Value: 0x2B (ASCI “+7)
the RF module into AT Command Mode so that Related Command: GT (Guard Times)
data entzring the module from the host is recog-

nized as commands instead of payload.

AT Command: ATCC

Parameter Range: 0 — OxFF

The AT Command Sequence iz explained further in the AT Command Mode section.

CE (Coordinator Enable) Command

<Serial Interfacing= The CE command is used to

set and read the behavior (End Device vs, Coordi- AT Command: ATCE

nator) of the RF module, Parameter Range:0 - 1
Parameter Configuration
0 End Device
1 Coordinator

Default Parameter Value 0
Minimum Firmware Version Required: v1.x280
CH (Channel) Command

<Metworking {Addressing}=> The CH command is
used to setfread the operating channel on which
RF connections are made between RF modules. Parameter Range: OxO0B - Ox1A (XBee)

The channel is one of three addressing options 0x0C - Ox17 (XBee-PRO)
available to the medule. The other options are the ~ Default Parameter Value: 0x0C {12 decimal)
PAN ID {ID command) and destination addresses  Related Commands: |D (PAN 1D, DL

(DL & DH commands). (Destination Address Low, DH (Destination

Address High)

AT Command: ATCH

In order for modules to communicate with each
other, the modules must share the same channel number. Different channels can be used to pre-
vent modules in one network from listening to transmissions of ancther, Adjacent channel rejec-
tion is 23 dB.
The module uses channel numbers of the 802.15.4 standard.

Center Frequency = 2.405 + (CH - 11d) * 5 MHz (d = decimal)

Refer to the XBee /XBee-PRO Addressing section for more information.

CN (Exit Command Mode) Command

<&T Command Made Options= The CN command
is used to explicitly exit the RF module from AT
Command Mode.

AT Command: ATCN

CT (Command Mode Timeout) Command

=< &T Command Mode Options= The CT command
is used to set and read the amount of inactive
time that elapses before the RF module automati-

cally exits from AT Command Mode and returmns to
Idle Mode. Default Parameter Values: 0xg4 (100 decimal

(which equals 10 decimal seconds))

AT Command: ATCT

Parameter Range:2 - OxFFFF
[% 100 milliseconds)

Lse the CN (Exit Command Maode) command to

. Mumb T b t d: 2
exit AT Command Mode manually. umber of bytes returne

Related Command: CN {Exit Command Mode)
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D0 - 4 (DIONn Configuration) Commands

=I/0 Settings> The D0, 01, D2, 03 and D4 com-
mands are used to select/read the behavior of
their respective AD/DIC linss (pins 20, 19, 18, 17
and 11 respectively),

Options include:

» Analog-to-digital converter
» Digital input
» Digital output

D5 (DIOS Configuration) Command

AT Commands:
ATDO, ATD1, ATD2, ATD3, ATD4

Parameter Range:J - 5

Parameter Configuration
0 Disabled
1 n/a
2 ADC
3 Dl
4 DO low
5 Do high

Default Parameter Value:0

Minimum Firmware Version Required: 1.x. AD

=[/0 Settings> The D5 command is used to
select/read the behavior of the DIOS line {pin 15).

Options include:

» Associated Indicator (LED blinks when the
madule is associated)

» Analog-to-digital converter
» Digital input
» Digital output

D6 (D106 Configuration) Command

AT Command: ATDS

Parameter Range:0 - 5

Parameter Configuration
] Disabled
1 Associated Indicator
2 ADC
3 M|
4 DO low
5 Do high

Default Parameter Value:1

Parameters 2-5 supported as of firmware
version 1.xA0Q

=10 Settings= The D& command is usad to
select/read the behavior of the DIOE line (pin 16).
Options include:

® ATS flow control

» Analog-to-digital converter

» Digital input

» Digital output

AT Command: ATDG

Parameter Range:0 - 5

Parameter Configuration
] Disabled

1 RTS Flow Control

2 n/a
3 Dl
4 DO low
5 Do high

Default Parameter Value: 0

Parameters 3-5 supported as of firmware
version 1. xAQ
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D7 (DIOF Configuration) Command

=I/0 Settings= The D7 command is used to

select/read the behavior of the DIOT line (pin 12). AT Command: ATD7
Options include: Parameter Range:0 - 5

Parameter Configuration
0 Disabled
CT5 Flow Contraol

* CTS flow contro

« Anzlog-to-digital converter
» Digital input

1
» Digital output 2 n/a
3 Dl
4 DO low
5 DO high

Default Parameter Value:1

Parameters 3-5 supported as of firmware
version 1_.x AD

D& (DIG Configuration) Command

<If0 Settings> The D8 command is used to

select/read the behavior of the DIE line (pin 2). AT Command: ATDS

This command enables configuring the pin to Farameter Range:0 - 5

function as a digital input. This line is also used i1,2,4&5n/a)

with Bin Sleep. Parameter Configuration
0 Disabled
3 DI

Default Parameter Value 0
Minimum Firmware VYersion Required: 1.xA0
DA (Force Disassociation) Command

<(Special)= The DA command iz used to immedi-
ately dizsassociate an End Device from a Coordi-
nator and reattempt to associate.

AT Command: ATDA

Minimum Firmware Version Required: w1 =80

DB (Received Signal Strength) Command

<Diagnostics= DB parameter is used to read the AT Command: ATOE
received signal strength (in dBm) of the last RF
packet received. Reported values are accurate

between -40 dBm and the RF module's receiver sensitivity,

Parameter Range: 0 - Ox&4 [read-only]

Absolute values ars reported. For example: 0x58 = -88 dBm (decimal). If no packets have besn
received (since last reset, power cycle or sleep event), "07 will be reported.

DH (Destination Address High) Command

<Metworking {Addressing}= The DH command is
used to set and read the upper 32 bits of the RF
module’s 64-bit destination address. When com-

AT Command: ATDH
Parameter Range: 0 - OxFFFFFFFF

bined with the DL (Destination Address Low) Default Parameter Value: 0

parameter, it defines the destination address used  Related Commands: DL (Destination Address

for transmission. Lowd, CH (Channel), ID (PAM VID), MY (Source
Address)

An module will only communicate with other

modules having the same channel (CH parame-

ter), PAN ID (ID parameter) and destination address

({DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL parameter less than
0xFFFF. Ox000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the ¥Bee/¥Bee-PRO Addressing section for more information,
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DL (Destination Address Low) Command

=Metworking {Addressing}> The DL command is
used to set and read the lower 32 bits of the RF
module’s 64-bit destination address. When com-
bined with the DH (Destination Address High)
parameter, it defines the destination address usad
for transmission.

A module will only communicate with other mod-
ules having the same channel {CH parameter),

AT Command: ATDL
Parameter Range: 0 - OxFFFFFFFF
Default Parameter Value: 0

Related Commands: DH {Destination Address
High), CH (Channel), 1D (PAN VID), MY (Source
Address)

P&N ID (ID parameter) and destination address (DH + DL parameters).

To transmit using a 16-bit address, set the DH parameter to zero and the DL parameter less than
0xFFFF. Ox000000000000FFFF (DL concatenated to DH) is the broadcast address for the PAN.

Refer to the XBee/XBee-PRO Addressing section for more information.

DM ( Destination Node) Command

=MNetworking {Identification} = The DN command
is used to resolve 2 NI (Node Identifier) string to
2 physical address, The following events occur
upon successful command execution:

1. DL and DH are set to the address of the

module with the matching NI (Mode Identifier]).
2. "0K" is returned.

AT Command: ATDN
Parameter Range: 20-character ASCIl String

Minimum Firmmeare Version Required: v1.x80

3. RF module automatically exits AT Command Made,

If there is no response from a modem within 200 msec or 8 parameter is not specified (left blank],
the command is terminated and an "ERROR' message is returned.

DP (Disassociation Cyclic Sleep Period) Command

=Sleep Mode (Low Power)=

MNonBeacon Firmware

End Device - The DP command is used to set and
read the time period of slesp for cyclic sleeping
remotes that are configured for Association but
are not associated to a Coordinator (e, If a
device is configured to associate, configured as a
Cyclic Sleep remote, but does not find 2 Coordi-
nator; it will sleep for DF time before reattempt-
ing association.) Maximum sleep period is 268

AT Command: ATDP

Parameter Range: 1 - Ox68B0
% 10 milliseconds]

Default Parameter Value:Ox3ES
{1000 decimal)

Related Commands: SM (Sleep Mode), 5P
{Cyclic Sleep Period), 5T (Time before Sleep)

Minmimum Firmware Yersion Required: v1.x80

seconds (0x6880). DP should be = O for NonBeacon systems.

EA (ACK Failures) Command

=Diagnostics> The EA command is used to reset
and read the count of ACK (acknowledgement)
failures. This parameter value increments when
the module expires its transmission retries with-
out receiving an ACK on a packet transmission.
This count saturates at its maximum value,

Set the parameter to "0" to resset count.

AT Command: ATEA
Parameter Range;J - OxFFFF
Minimum Firmware Version Required: v1.x80
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EC (CCA Failures) Command

=<Diagneostics= The EC command is used to read
and reset the count of CCA& (Clear Channe
Assessment) failures. This parameter value incre-
ments when the RF module dees not transmit a Related Command: CA (CCA Threshold)
packet due to the detection of energy that is Minimum Firmware Version Reguired: v1.x80
above the CCA threshold level (set with CA com-

mand). This count saturates at its maximum value,

AT Command: ATEC
Parameter Range: 0 - OxFFFF

Set the EC parameter to "0" to reset count.

ED (Energy Scan) Command

=MNetworking {&ssociation} = The ED command is
used to send an "Energy Detect Scan”. This
parameter determines the length of scan on each
channel. The maximal energy on each channsl is
returned and each value is followsd by 2 carriage
returm. An additional carriage return is sent at the
end of the command.

AT Command: ATED
Parameter Range:0 - 6

Related Command: 5D (Scan Duration), 5C
{5can Channel)

Minimum Firmware Version Required: v1 . x80

The values returned represent the detected energy level in units of -dBm. The actual scan time on
each channel is measured as Time = [(Z ~ ED PARAM) * 15.36] ms.

Mote: Total scan time is this time multiplied by the number of channels to be scanned. Also refer to
the 50 (5can Duraticn) table. Use the 5C (5can Channel) command to choose which channels to scan.

EE (AES Encryption Enable) Command

<Networking {Security}> The EE command is

used to set/read the parameter that disables/ AT Command: ATEE

enables 128-bit AES encryption. Farameter Range:0 - 1

The XBee/¥Bes-PRO firmware uses the 802.15.4 Parameter Configuration
Default Security protocol and uses AES encryption 0 Disabled
with a 128-bit key. AES encryption dictates that 1 Enabled

all modules in the network use the same key and
the maximum RF packet size is 95 Bytes.

Default Parameter Value:0
Related Commands: KY (Encryption Key), AP
When encryption is enabled, the module will (APl Enable), MM (MAC Mods)

slways use its 64-bit long ?'d'j"ESS as t"Ei source Minimum Firmware Version Required: v1.xAD
address for RF packets. This does not affect how

the MY (Source Address), DH (Destination &ddress High) and DL (Destination Address Low)
parameters work

If MM (MAC Mode) = 0 and AP (AP Enable) parameter = O:

With encryption enabled and 2 16-bit short address set, receiving modules will only be able to
iszue R¥ (Receive) 64-bit indicators, This is not an issue when MM = 0,

If a meodule with a non-matching key detects RF data, but has an incorrect key: When encryption is
enabled, non-encrypted RF packets received will be rejected and will not be sent cut the UART.

Transparent Operation --= All RF packets are sent encrypted if the key is set.

API Operation --= Receive frames use an option bit to indicate that the packet was encrypted.

FP {Force Poll) Command

=Networking {Association)= The FP command is
used to request indirect messages being held by
a Coordinator.

AT Command: ATFP

Minimum Firmware Version Required: v1.x580
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FR (Software Reset) Command

=Speoal> The FR command is used to force a
software reset on the RF module. The resst simu-
lates powering off and then on again the module.

GT (Guard Times) Command

AT Command: ATFR

Minimum Firmmware Version Required: v1.x80

= AT Command Mode Options= GT Command is
used to set the DI (data in from host) time-of-
silence that surrounds the AT command sequence
character (CC Command) of the &T Command
Mode sequence (GT + CC + GT).

The DI time-cf-silence is used to prevent inad-
vertent entrance into AT Command Mode.

Refer to the Command Meode section for more

AT Command: ATCT

Parameter Range:2 - Ox0CE4
[x 1 millisecond]

Default Parameter Value 0x3E2
(1000 decimal)

Related Command: CC (Command Sequence
Character)

information regarding the AT Command Mode Seguence.

HV (Hardware Version) Command

< [iagnostics= The HV command is used to read
the hardware version of the RF module.

IA (I/0 Input Address) Command

AT Command: ATHV
Parameter Range:0 - O0xFFFF [Read-only]

Minimum Firmware Version Required: v1.x80

=I/0 Settings {I/0 Line Passing}= The IA com-
mand is used to bind a module cutput to a spe-
cific address. Qutputs will only change iIf received
from this address. The 14 command can be used
to set/read both 16 and 64-bit addresses.

Setting all bytes to OxFF will not zllow the recep-
tion of any I/Q packet to change outputs, Setting
the IA address to OxFFFF will cause the module to
accept all I/O packets.

IC (DIO Change Detect) Command

AT Command: ATIA
Parameter Range:0 - OxFFFFFFFFFFFFFFFF

Default Parameter Value OxFFFFFFFFFFFFFFFF
{will not allow any received |0 packet to
change outputs)

Minimum Firmware Version Required: v1.x40

<1/ Settings= The IC command is used to
enable the monitoring of the change detect fea-
ture on DIO lines 0-7. If a change is detected,
data is transmitted with DIO data only, Any sam-
ples gqueued and waiting for transmission are sent
first.

AT Command: ATIC
Parameter Range:0 - OxFF [bitfizld]
Default Parameter Value:0 (disabled)

Minimum Firmware Version Required: 1.xA0

Refer to the "ADC and Digital IO Line Support” sections of the "RF Module Operations” chapter for

more information.

ID (Pan ID) Command

<MNetworking {addressing}= The ID command is
used to set and read the PAMN (Personal Area Net-
work) ID of the RF module. Only modules with
matching PAN IDs can communicate with each
other, Unigue PAN IDs enable control of which RBF
packets are received by a module,

AT Command: ATID

Parameter Range: O - OxFFFF

Default Parameter Value 0x3332
{13106 decimal)

Setting the ID parameter to OxFFFF indicates 2 global transmission for zll PANs. It does not indi-

cate a global receive.
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IO (Digital Output Level) Command

=1/0 Settings= The IO command is used to set
digital cutput levels, Thiz allows DIO lines setup
2z outputs to be changed through Cormmand
Mode,

AT Command: ATIO

Parameter Range: 8-bit bitmap
{where each bit represents the level of an ;O
line that is setup as an output.)

Minimum Firmware Version Required: v1.xA0

IR (Sample Rate) Command

<I/0 Settings= The IR command is used to set/
read the sample rate, When set, the module wil
sample zll enabled DIO/ADC lines at a specified
interval, This command allows periodic reads of
the ADC and DIO lines in a non-Sleep Mode Default Parameter Value:0

setup. Related Command: IT (Samples before TX)

Example: When IR = 0x04, the sample rate is 10 Minimum Firmware Version Required: v1.xAD
ms (or 100 Hz).

AT Command: ATIR

Parameter Range: 0 - OxFFFF [x 1 mseac]
{cannoct guarantee 1 ms timing when IT=1)

IS (Force Sample) Command

=I/0 Settings=> The IS command is used to force
2 read of all enabled DIOVADC lines, The data is

returned through the UART. Parameter Range: 1 - OxFF
Default Parameter Value: 1

AT Command: ATIS

When operating in Transparent Mode (AP=0), the
data is retuned in the following format: Minimum Firmware Version Required: v1.xA0

All bytes are converted to ASCI
number of samples<CR
channel mask<CR>
DO data-<<CR> {If DIO lines are enabled< CR=
ADC channel Data<crz= <-This will repeat for every enabled ADC channel<CR>-
<CR>= {end of data noted by extra <<CR>)

When operating in AFT mode (AP = 0), the command will immediately return an "0OK’ response.
The data will follow in the normal API format for DIO data.

IT (Samples before TX) Command

<If0 Settings= The IT command is used to setf
read the number of DIC and ADC samples to col-
lect before transmitting data.

AT Command: ATIT
Parameter Range: 1 - OxFF

One ADC sample is considered complete when all Default Parameter Value-1

enabled ADC channels have been read. The mod-  Minimum Firmware Version Required: v1.xAD
ule can buffer up to 93 Bytes of sample data.

Since the module uses a2 10-bit A/D converter, each sample uses two Bytes, This leads to 2 maxi-
mum buffer size of 46 samples or IT=0x2E.

When Sleep Modes are enabled and IR (Sample Rate] is set, the module will remain awake until IT
samples have been collected,
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IU (I/0 Output Enable) Command

=I/0 Settings> The IV command is used to dis-

ablefenable I/0 UART output. When enabled (IU AT Command: ATIU

= 1), received I/O line data packsts are sent out Parameter Range:0 - 1
the UART. The data is sent using an API frame Parameter Configuration
regardless of the current AP parameter value. Disabled -
0 Received 1/0 line data
packets will NOT sent
out UART.
Enabled -

1 Received |/O line data
will be sent cut UART

Default Parameter Value:l

Minimum Firmware Version Required: 1.xADQ

KY (AES Encryption Key) Command

=MNetworking {Security}> The KY command is

. i AT C d: ATKY
used to set the 128-bit AES (Advanced Encryption gmman

Standard) key for encrypting/decrypting data. Parameter Range:0 - (any 16-Byte value)
Once set, the key cannot be read out of the mod-  Default Parameter Value:0

ule by any means. Related Command: EE {Encryption Enable)
The entire payload of the packst is encrypted Minimum Firmware Version Required: v1.xA0D

using the key and the CRC is computed across th

ciphertext. When encryption is enabled, each packet carries an additional 16 Bytes to convey the
random CBC Intialization Vector (IV) to the receiver{s). The KY value may be "0 or any 128-bit
value. &ny other value, including entering ATKY by itself with no parameters, will cause an error. A
module with the wrong key {or no key) will receive encrypted data, but the data driven out the
senal port will be meaningless, Likewise, 2 module with a key will receive unencrypted data sent
from a module without & key, but the output will be meaningless, Because CBC mode is utilized,
repetitive data appears differently in different transmissions due to the randomly-gensrated TV
When quened, the system will return an "OK" message and the value of the key will not be
returned,

MO (PWMO Output Level) Command

=I/0 Settings> The MO command is used to set/

F - . AT C d: ATMO
read the output level of the PWMO line (pin 6). srmman

) ] Parameter Range:0 - Ox03FF [steps]
Before setting the line as an output:
1. Enable PWMO output (PO = 2)
2. Apply settings (use CN or AC) Related Commands: PO (PWMO Enable), AC
(Apply Changes), TN (Exit Command Mode)

Default Parameter Value: 0

The PWM period iz 64 psec and there are Ox03FF
(1023 decimal) steps within this period. When MO
= 0 (0% PWM), 0x01FF (50% PWM), 0x03FF
[100% PWM), etc.

Minimum Firmware Version Required: v1.xA0

M1 (PWM1 Output Level) Command

=<1/ Settings= The M1 command is used to set/

- . . AT C d: ATM1
read the output level of the PWM1 line (pin 7). emman
) ) Parameter Range:0 - Ox03FF

Before setting the line as an output:
1. Enable PWM1 output (F1 = 2)
2. apply settings (use CN or AC) Related Commands: P1 (PWM1 Enable), AC

{Apply Changes), TN (Exit Command Mode)

Default Parameter Value:0

Minimum Firmware Version Required: v1.xA0
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MM (MAC Mode) Command

=Metworking {Addressing}= The MM command is
used to set and read the MAC Mode value. The
MM command dizables/enables the use of a Max-
Stream header contained in the 802.15.4 RF
packst, By default (MM = 0), MaxStream Mode is
enabled and the module adds an extra header to
the data portion of the 802.15.4 packet. This
enables the following features:

« MD and DN command support
+ Duplicate packet detection when using ACKs

The MM command allows users to turn off the uss
of the extra header. Modes 1 and 2 are strict
A02.15.4 modes, If the MaxStream header is dis-
gbled, ND and DN parameters are also disabled.

Mote: When MM = 0, application and CCA failure 1

MY (16-bit Source Address) Command

AT Command: ATMM

Parameter Range:0 - 2

Parameter Configuration
Max5Stream Mode
0 (802.15.4 + Max5Stream
header)
1 802.15.4 (no ACKs)
2 502.15.4 (with ACKs)

Default Parameter Value0

Related Commands: ND (Node Discover), DN
{Destination Node)

Minirnurm Firmware Version Required: v1.x80

etries are not supported.

=Metworking {&ddressing}> The MY command is
used to set and read the 16-bit source address of
the RF module.

By setting MY to OxFFFF, the reception of RF pack-
gtz having 2 16-hit address is disabled. The 64-bit
address is the module’s senal number and is
glways enabled.

5

ND (Node Discover) Command

AT Command: ATMY
Parameter Range: O - OxFFFF
Default Parameter Value: 0

Related Commands: DH (Destination Address
High), DL {Destination Address Low), CH
{Channel}), ID (PAN 1D}

<MNetworking {Identification}= The MD command
is used to discover and report all modules on its
current operating channel (CH parameter) and
PaN ID (ID parameter), ND also accepts an NI
(Mode Identifier) value as a parameter In this
case, only a module matching the supplied identi-
fier will respond.

MO uses 2 64-bit long address when sending and

AT Command: ATND
Range: optional 20-character Nl value

Related Commands: CH (Channel), ID {Pan [D),
MY (Source Address), SH (Serial Mumber High),
5L (Serial Mumber Low), NI (Node Identifier),
NT (Mode Discover Time)

Minimum Firmware Version Required: v1.x80

responding to an ND request. The ND command causes 2 moduls to transmit a alabally addressed
MD command packet, The amount of time allowed for responses is determined by the NT (Node

Discover Time) parameter.

In AT Command meode, command completion is designated by a carnage return (0x0D). Since two
carriage retums end 2 command response, the application will receive three carmage returns at
the end of the command. If no responses are received, the application should only receive one

camriage returm, When in API mode, the applicatio
tus (s=t to 'OK") at the end of the command. Whe
remote sets up a random time delay (up to 2.2

D Lo

n should receive a frame (with na data) and sta-
n the NO command packet is received, the

sec) before replying as follows:

Mode Discover Response (AT command mode format - Transparent operation):

MY (Source Address) value<CR=

SH (Senal Number High) value<CR=>

SL (Senal Number Low) value=CR=

DB (Received Signal Strength) value<CR=>
MI (Mode Identifier) value<CR=

=CR= (This iz part of the response and not the end of command indicator)

Mode Discover Response [API format - data 1= bin
2 bytes for MY (Source Address) value
4 bytes for SH (Serial Number High) value
4 bytes for SL (Serial Mumber Low) value
1 byte for DB (Received Signal Strength) value
NULL-terminated string for NI (Node Identifier)

ary (except for NI)):

value (max 20 bytes w/out MULL terminator)
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NI {Mode Identifier) Command

<MNetworking {Identification}= The NI command
15 used to set and read a string for identifying a
particular node,

Rules:

* Register only accepts printable ASCII data.
« A string can not start with a space.
« A carriage retum ends command

AT Command: ATHNI
Parameter Range: 20-character ASCIl string

Related Commands: ND (Node Discover), DN
(Destination Node)

Minimum Firmware Version Required: v1.x80

« Command will automatically end when maximum bytes for the string have been entered,

This string is returned as part of the ND (Mode Dizcover) command. This identifier is also used

with the DN (Destination Node) command.

NT (Mode Discover Time) Command

= Networking {Identification} = The NT command
is used to set the amount of time a baze node will
wait for responses from other nodses when using
the MO (Node Discover) command. The NT valus
is transmitted with the ND command.

Remote nodes will set up a random hold-off time
based on this time. The remotes will adjust this
time down by 250 ms to give 2ach node the abil-

AT Command: ATNT

Parameter Range: 0201 - OxFC
[x 100 msec]

Default: 0x1% (2.5 decimal seconds)
Related Commands: MD (Mode Discover)
Minimum Firmware Version Required: 1.xA0

ity to respond before the base ends the command. Once the ND command has ended, any

response received on the base would be discarded.

PO {(PWMO Configuration) Command

<1/0 Setting {I/0 Line Passing}= The PO com-
mand is used to select/read the function for
PWHMO (Pulse Width Modulation output Q). This
command enables the option of translating
incoming data to a PWM so that the cutput can be
translated back into analog form.

With the I& (I/0 Input Address) parameter cor-
rectly set, AD0 values can automatically be
passed to FWMO.

P1 (PWM1 Configuration) Command

AT Command: ATPO
The second character in the command is the
number zeros (“07), not the letter “0".

Parameter Range: 0 - 2

Parameter Configuration
0 Disabled
1 RSEI
2 PWMO Cutput

Default Parameter Value: 1

<1/0 Setting {I/C Line Passing}= The P1 com-
mand is used to select/read the function for
PWM1 (Pulse Width Modulation output 1), This
command enables the option of translating
incoming data to a PWM so that the output can be
translated back into analog form.

With the I& (I/0 Input Address) parameter cor-

rectly set, AD1 values can automaticzlly be
passed to FWML.

AT Command: ATFP1

Parameter Range: 0 - 2

Parameter Configuration
0 Disabled
1 RSEI
2 PWMT Cutput

Default Parameter Value: O

Minimum Firmware Version Required: v1.xAD
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PL (Power Level) Command

=RF Interfacing= The PL command is used to
select and read the power level at which the RF
madule transmits conducted power.

AT Command: ATPL
Parameter Range: 0 - 4

WHEN OPERATING IN EUROPE: Parameter |  XBee XBee-PRO
¥Bee-PRO RF Modules must be configurad to 0 -10 dBm 10 dBm
operate at @ maximum transmit power output 1 -5 dBm 12 dBm
level of 10 dBm. The PL parameter must equal 0" 2 -4 dBm 14 dBm
(10 dBm). 3 ~2 dBm 16 dBm
Additionally, European regulations stipulate an 4 0 dBm 18 dBm

EIRP power maximum of 12,86 dBm (12 mW) for
the XBee-PRO and 12.11 dBm for the XBee when
integrating high-gain antennas.

WHEMN OPERATING IM JAPAM:

¥Bee-PRO RF Modules optimized for use in Japan contain firmware that limits transmit power out-
put to 10 dBm. If PL=4 (default), the maximum power output level is 10 dBm. For a list of module
part numbers approved for use in Japan, contact MaxStream [call 1-801-765-9885 ar send e-mail
to szles@maxstream.net].

Default Parameter Value: 4

PR (Pull-up Resistor Enable) Command

=<Serial Interfacing= The PR command is used to
set and read the bit field that iz used to configure
internal the pull-up resistor status for 'O lines,

AT Command: ATPR

Parameter Range: O - OxFF

"1" specifies the pull-up resistor is enabled, "0 Default Parameter Value: OxFF
specifies no pull up. (all pull-up resistors are enabled)
bit 0 - AD4/DIO4 (pin 11) Minimum Firmware Version Required: v1.x80

bit 1 - AD3/DIO3 (pin 17)

bit 2 - AD2/DIOZ (pin 18)

bit 3 - AD1/DIOL (pin 18)

bit 4 - ADO/DIOO (pin 20)

bit 5 - AD&/DIOE (pin 16)

bit & - DIE (pin 9)

bit 7 - DIN/CONFIG (pin 3)
For example: Sending the command "ATPR 6F will turn bits 0, 1, 2, 3, S and 6 ON; and bits 4 5 7
will be turned OFF. (The binary equivalent of "0x&F” is "011011117, Mote that "bit 07 is the last digit
in the bitfield.

PT (PWM Output Timeout) Command

‘0 Settings TS0 L zsingt= Th -
=<I/D ,iaettlng._, {I/O Line Passing}= T e FT com AT Command- ATET
mand is used to set/read the output timeout
value for both PWM outputs. Parameter Range; O - OxFF [x 100 msec]

When PWM is set to a non-zero valus: Due to I/O Default Parameter Value: OxFF

line passing, a time is started which when expired ~ Minimum Firmware Version Required: 1.xAD
will set the PWM output to zero. The timer is reset
when a valid I/Q packet is received.

RE (Restore Defaults) Command

=[Special}> The RE command is used to restore
zll configurable parameters to their factory
default =ettings. The RE command does not write
restored waluss to non-veolatile (persistent) memory, Issue the WR (Write) command subsequent
to izsuing the RE command to save restored parameter values to non-volatile memaory.

AT Command: ATRE
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RN (Random Delay Slots) Command

=<Metworking & Security= The RN command is
used to set and read the minimum value of the
back-off exponent in the CSMA-CA algorithm. The
CSMa-CA algorithm was engineered for collision Default Parameter Value: 0
avoidance (random delays are inserted to prevent

data loss caused by data collisions).

AT Command: ATREN
Parameter Range: 0 - 3 [exponent]

If R = 0, collision avoidance is diszbled during the first iteration of the algorithm (802.15.4 -
macMinBE].

CSMA-CA stands for "Carrier Sense Multiple Access - Collision Aveidance”. Unlike CSMA-CD (reacts
to network transmissions after collisions have been detected), CSMA-CA acts to prevent data colli-
sions before they occur &s soon as a module receives a packet that is to be transmitted, it checks
if the channel is clear (no other module is transmitting). If the channel is clear, the packet is sent
over-the-air, If the channel is not clear, the module waits for a randomly selected penod of tims,

then checks again to see if the channel is clear, After 2 time, the process ends and the data is lost.

RO (Packetization Timeout) Command

=<Serial Interfacing= RO command is used to set
and read the number of character times of inter-
character delay required before transmission,

AT Command: ATRO
Parameter Range:0 - OxFF
[x character times]

RF transmission commences when data is
- - = Default Parameter Value: 3

detected in the DI (datz in from host) buffer and
RO character times of silence are detected on the
LIART receive lines (after receiving at least 1 byte).

RF transmission will zlso commence after 100 Bytes (maximum packet size) are received in the DI
buffer.

Set the RO parameter to '0° to transmit characters as they arrive instead of buffering them into
one RF packet.

RP (RSSI PWHM Timer) Command

=I/0 Settings {I/0 Line Passing}= The RP com-
mand is used to enable PWM (Pulse Width Modu-
lation) cutput on the RF module. The output is Parameter Range:0 - OxFF

calibrated to show the level a received RF signal is [x 100 msec]
above the sensitivity level of the medule. The Default Parameter Value: 0x28 (40 decimal)

AT Command: ATRP

PWM pulses vary from 24 to 100%. Zero percent

means PWM output is inactive. One to 24% percent mesans the received RF signal is at or below
the published sensitivity level of the module. The following table shows levels above sensitivity
and PWM values.

The total period of the PWM output i1s 64 ps. Because there are 445 steps in the PWM output, the
minimum step size is 144 ns,

PWHM Percentages
S PWM percentage
LAk ihigh period | total period)
10 1%
20 58%
30 5%

A non-zero value defines the time that the PWM output will be active with the RSSI value of the
|zst received RF packset, After the set time whean no RF packsts are received, the PWM output wi
be set low (0 percent PWM) until another RF packet is received. The PWM output will also be set
low at power-up until the first RF packet is received. & parameter valus of 0xFF permanently
enables the PWM output and it will always reflect the value of the last received RF packet.
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RR (XBee Retries) Command

=Networking {Addressing} = The RR command is
used setiread the maximum number of retries
the module will execute in addition to the 3
retries provided by the 802.15.4 MAC. For each
¥Bee retry, the 802.15.4 MAC can execute up to 3
retries.

AT Command: ATRR

Parameter Range: 0 - 6

Default: O

Minimum Firmware Version Required: 1.xAQ

This values does not need to be set on all modules for retries to waorlk, If retries are enabled, the
transmitting module will set a bit in the Maxstream RF Packet header which requests the recsiving
madule to send an ACK (acknowledgement). If the transmitting module does not receive an ACK
within 200 msec, it will re-send the packst within a random period up to 48 msec. Each XBes retry
can potentially result in the MAC sending the packst 4 times (1 try plus 3 retries). Note that retries
are not attempted for packets that are purged when transmitting with a Cyclic Sleep Coordinator

SC (Scan Channels) Command

=Networking {&ssocizgtion}= The SC command is

; AT C d: ATSC
used to set and read the list of channels to scan amman

for all Active and Energy Scans as a bit field.

This affects scans initiated in command mods [AS
(Active Scan) and ED (Energy Scan) commands]

Parameter Range: O - OxFFFF [Bitfield)
{bits O, 14, 15 are not allowed when using the
XBee-PRO)

Default Parameter Value: Ox1FFE {all XBee-

and during End Device Association and Coordina-  PRO channels)

tor startup. Related Commands: ED (Energy Scan), 50
(Scan Duration)
Minimum Firmware Version Required: w1 .x80
bit 0 - Ox0B  bit 4 - Ox0OF bit 8 - Ox13 bit 12 - Ox17
bit 1 - Ox0C  bit 5 - Ox10 bit 9@ - Ox14 bit 13 - Ox18
bit 2 - 00D bit 6 - Ox11 bit 10 - Ox15 bit 14 - Ox19
bit 3 - Ox0E  bit 7 - Ox12 bit 11 - Ox16 bit 15 - Ox1A

SD (Scan Duration) Command

<Networking {Association}s> The S0 command is
used to set and read the exponent valus that
determines the duration (in time) of a scan.

AT Command: AT=D
Parameter Range: 0 - Ox0OF

End Device (Duration of Active Scan during Default Parameter Value: 4

Association) - In a Beacon system, set 5D = BE of
the Coordinator. SD must be set at least to the
highest BE parameter of any Beaconing Coordina-
tor with which an End Device or Coordinator wish
to discover,

Related Commands: ED (Energy Scan), 5C
(Scan Channel)

Minimum Firrmware Version Required: v1.x280

Coordinator - If the "ReassignPANID’ aption is set on the Coordinator [refer to AZ parameter], the
SD parameter determines the length of time the Coordinator will scan channels to locate existing
PaMs. If the "ReassignChanne!’ option is set, SD determines how long the Coordinator will perform
an Energy Scan to determine which channel it will operate on.

Scan Time is measurad as ((£ of Channsls to Scan) * (2 ~ SD) * 15.36ms). The number of chan-
nels to scan is set by the SC command. The XBee RF Module can scan up to 16 channels (SC =
0xFFFF). The XBee PRO RF Module can scan up to 12 channels (SC = 0x1FFE],

Examples: Values below show results for a 12-channel scan
|I"SE=I3:tma=C1ﬂsec S0 =48, time =47 19 zac

| 20 =2 time = 0.74 zec S0 =10, time =315 min

| D =4 time = 285 zec S0 =12, time = 12.58 min

| Z0 =8, time = 11 80 zec 50 =14, time = 50.23 min
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SH (Serial Number High) Command

= Diagnostics= The SH command is used to read
the high 32 bits of the RF module's unigue IEEE
64-bit address,

The module serial number is set at the factory
znd iz read-only.

SL (serial Number Low) Command

AT Command: ATSH
Parameter Range: O - OxFFFFFFFF [read-only]

Related Commands: 5L (Serial Mumber Low),
MY (Source Address)

= [iagnostics= The 5L command is used to read
the low 32 bits of the RF module's unigue IEEE
64-bit address,

The module serizl number is set at the factory
znd iz read-only.

SM (Sleep Mode) Command

AT Command: ATSL
Parameter Range: 0 - OxFFFFFFFF [read-only]

Related Commands: SH (Serial Number High),
MY (Source Address)

=Sleep Mode (Low Power)= The SM command is
used to set and read Sleep Mode settings. By
default, Sleep Modes are disabled (SM = 0) and
the RF module remains in Idle/Receive Mode,
When in this state, the module is constantly
ready to respond to either serial or RF activity.

SM command options vary according to the net-
working system type. By default, the module is
configured to operate in a NonBeacon system.

* The Sleep Coordinator option (SM=8) only
exists for backwards compatibility with firmware
version 1.x06 only, In z2ll other cases, use the CE
command to enable 2 Coordinator.

SP (Cyclic sleep Period) Command

AT Command: ATSM
Parameter Range: 0 - &

Parameter Configuration
0 Disabled
1 Pin Hibernate
2 Pin Doze
3 (reserved)
4 Cyclic 5leep Ramote
5 Cy;lic S_Ieep Remote
(with Pin Wake-up)
& Sleep Coordinator®

Default Parameter Value: 0

Related Commands: 5P (Cyclic Sleep Period),
5T (Time before Sleep)

=Sleep Mode (Low Power)= The SP command is
used to set and read the duration of time in which
2 remote RF module sleeps, After the cyclic sleep
period is over, the module wakes and checks for
data. If data is not present, the module goes back
to sleep. The maximum sleep period is 268 sec-
onds (SP = OxG68B0).

The SP parameter is only valid if the module is
configured to aperate in Cyclic Sleep (SM = 4-8).
Coordinator and End Device SP values should
zglways be equal.

To send Direct Messages, set SP = 0.

MNonBeacon Firmware

AT Command: ATSP

Parameter | NonBeacon Firmware

Range: 1 - OxG6EE0 [x 10 milliseconds]
Default

Parametar | NonBeacon Firmmware: 0

Value

Related Commands: SM (Sleep Mode), 5T
(Time before Sleep), DF (Disassociation Cyclic
Sleep Period, BE (Beacon Order)

End Device - SP determines the sleep peried for cyclic sleeping remotes. Maximum sleep peried is

268 seconds (0x68B0).

Coordinator - If non-zero, SP determines the time to hold an indirect message before discarding it.
A Coordinator will discard indirect messages after a period of (2.5 * SF).
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ST (Time before Sleep) Command

<5Sleep Mode (Low Power) = The ST command is
used to set and read the period of inactivity (no
senal or RF data is sent or received) before acti-

AT Command: ATST
Parameter | MonBeacon Firmware

vating Sleep Mode. Range: 1 - OxFFFF [x 1 millisecond]
Default )
NonBeacon Firmware Parameater MonBeacon Firmware: Ox1 388

. . .- . . 5000 decimal
Set/Read time period of inactivity (no serial or RF - Value ( )

data is sent or received) before activating Slesp Related Commands: SM (Sleep Mode), 5T
Mode, ST parameter is only valid with Cyclic Slesp  (Time before Sleep)
settings (SM = 4 - 5],

Coordinator and End Device 5T values must be equal.

T0 - T7 ((DO-D7) Output Timeout) Command

<10 Settings {1/0 Line Passing}> The TO, T1,
T2, T3, T4, 75, Té and T7 commands are used to
setfread cutput timeout valuss for the lines that
comrespond with the DO - D7 parameters. When Default Parameter Value:OxFF

output is set (due to I/0 line passing) to a non- Minimum Firmware Version Required: v1.xA0
default level, a tmer iz started which when

expired, will set the output to its default level. The timer is reset when a valid I/O packet is
received. The Tn parameter defines the permissible amount of time to stay in a non-default
(active) state, If Tn = 0, Qutput Timeout iz disabled (output levels are held indefinitely).

AT Commands: ATTO - ATTY
Parameter Range:0 - 0xFF [x 100 mseac]

VL (Firmware Version - Verbose)

<Diagnaostics= The WL command is used to read
detailed version information about the RF module,
The information includes:

application build date; MAC, PHY and bootloader
versions: and build dates. Default Parameter Value: 0x28 (40 decimal)

AT Command: ATVL

Parameter Range:0 - OxFF
[x 100 milliseconds]

Minimum Firmmwware Version Required: v1.x80

VR (Firmware Version) Command

<Diagnostics= The VR command is used to read

- . ) AT Command: ATVR
which firmware version is stored in the module.

. . . Parameter Range: 0 - OxFFFF [read only]
¥Bee version numbers will have four significant

digits. The reported number will show three or four numbers and is stated in hexadecimal nota-
tion. & version can be reported as "ABC" or "ABCD". Digits ABC are the main release number and
[ is the revision number from the main release. "0" is not required and if it is not present, a zero
is assumed for D. "B" is & variant designator. The following vanants exist:

* "0" = Non-Beacon Enabled 802.15.4 Code

» "1" = Beacon Enabled 802.15.4 Code

WR (Write) Command

<(Special)= The WR command is used to write AT Command: ATWR
configurable parameters to the RF module’s non-

volatile memary. Parameter values remain in the

maodule’s memory until overwritten by subsequent use of the WR Command.

If changes are made without writing them to non-volatile memonry, the medule reverts back to pre-
viously saved parameters the next time the module i1s powered-on.

NOTE: Once the WR command is sent to the module, no additional characters should be sent until
after the "OK/r" response is received.

_34_



